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1. With a separate front-end and back-end architecture developed in Golang,



Casibase supports high concurrency, provides web-based management Ul
and supports multiple languages including Chinese, English, French, German,
Spanish, Japanese, Korean, Russian, Indonesian, Malay, Portuguese, Italian,
and Vietnamese.
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. Casibase is an open-source container cloud platform based on Docker and
Kubernetes. It is suitable for individuals or organizations to build their own
dedicated container cloud environment. Based on the Casbin permission
management engine, Casibase implements fine-grained access control
policies. Users can easily create, orchestrate, and manage container
applications on Casibase. The project focuses on optimizing Casibase's



application orchestration, service governance, and platform visualization core
functions, improving platform usability and manageability, making it a leading
lightweight container cloud platform.
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type Provider struct {

Owner string “xorm:"varchar(100) notnull pk"
json:"owner""
Name string “xorm:"varchar(100) notnull pk" json:"name""

CreatedTime string “xorm:"varchar(100)" json:'"createdTime""

DisplayName string “xorm:'"varchar(100)" json:"displayName""

Category string “xorm:"varchar(100)" json:"category""
Type string “xorm:"varchar(100)" json:"type""
ClientId string “xorm:"varchar(100)" json:"clientId""

ClientSecret string “xorm:"varchar(2000)" json:"clientSecret""
ProviderUrl string “xorm:'"varchar(200)" json:"providerUrl""®
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type Vector struct {

Owner string “xorm:"varchar(100) notnull pk"
json:"owner""

Name string “xorm:"varchar(100) notnull pk"
json:"name""

CreatedTime string ‘xorm:"varchar(100)" json:'"createdTime""

DisplayName string “xorm:"varchar(100)" json:"displayName""
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type Chat struct {

Oowner string “xorm:"varchar(100) notnull pk"
json:"owner""

Name string “xorm:"varchar(100) notnull pk"
json:'"name""

CreatedTime string “xorm:"varchar(100)" json:"createdTime""

UpdatedTime string ‘xorm:"varchar(100)" json:"updatedTime""

DisplayName string “xorm:"varchar(100)" json:"displayName""

Category string "xorm:"varchar(100)" json:'"category'""

Type string “xorm:"varchar (100)" json:"type""

Userl string “xorm:"varchar (100)" json:"userl1""®

User2 string “xorm:"varchar(100)" json:"user2""

Users []string “xorm:"varchar(100)" json:"users"’

MessageCount int "json:"messageCount""
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Transactions

Transactions track Al token usage and costs through Casdoor integration. Each
message generates a transaction record for billing and usage monitoring. See
Billing & Usage for details.

Records

Records support data aggregation through a count field, allowing consolidated
logging without storing individual entries. See Records for more information.

Scans

Scans represent network and security scanning operations executed against
infrastructure assets. The Scan object enables automated discovery, security
auditing, and system assessment through integrated scan providers.

Each scan targets a specific asset (such as a virtual machine) or IP address,
executes using a configured scan provider (like Nmap or OS Patch), and captures



results in both raw and structured formats. Scans integrate with the asset
inventory to automatically resolve target addresses and maintain historical
scanning records for security analysis.
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MySQL
e MariaDB

e PostgreSQL

e CockroachDB
e SQL Server

e Oracle

e SQLite 3

e TiDB
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guacamole-server, iEZ % guacamole-server Z2EEw,

&t m] DA DU R i 2 fEdockerdizfTguacd:

docker run -d --name guacd -p 4822:4822 guacamole/guacd
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Casibase can be installed using pre-built binaries or by building from source.

Pre-built Binaries

For production deployments, we recommend using pre-built binaries. Download
the latest release from the GitHub Releases page. Casibase provides binaries for:

e Linux: x86_64 (amd64) and ARM64
o Windows: x86_64 (amd64) and ARM64
e macOS: x86_64 (amd64) and ARM64

Extract the downloaded archive and you'll find the Casibase binary along with the
web frontend and configuration files ready to use.

Build from Source
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cd path/to/folder
git clone https://github.com/casibase/casibase
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1HEZ#% Casdoor-SSO#k 4 KA B Casdoor,
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application #FR, BAIMHESHE

M B
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https://github.com/casibase/casibase

https://github.com/casibase/casibase/blob/master/conf/app.conf a1 R EIEEATF
15, NMTEEFHOE, BIREEREFFHRA]DERIEE: https://github.com/casibase/

casibase/blob/master/conf/app.conf

driverName = mysql
dataSourceName = root:123456@tcp(localhost:3306)/
dbName = casibase

PostgreSQL

H T BA T AEME H xormFT - Postgresif i — MR ZE, KIILEN % EiafTCasibase
Z IS — AR E,

FRZEC LS 7 — 14N casibase RUEHEE, AN IZIXFEERE app . conf :

driverName = postgres

dataSourceName = "user=postgres password=postgres host=1localhost
port=5432 sslmode=disable dbname=casibase"
dbName =

O BR

XtFPostgreSQL, #fiff dataSourceName =1 dbName , F1% LA F—
FEBAHRNZ ) dbName FEE B 25,

CockroachDB

1B a] DUE F postgresIkafE 3 Fi Cockroachdb, ‘& HIALE 5 PostgreSQLAHIA,
Al E 5 PostgreSQL #H[HE,

driverName = postgres
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Sqlite3

1B ZIXFEFEE app . conf

driverName = sglite
dataSourceName = "file:casibase.db?cache=shared"
dbName = casibase
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Casibase XX+ HE AL HE, &n] AMBEKHECE X conf/app. conf SRE KA E,

casdoorEndpoint = <f&fJCasdoorifisi>

clientId = <f&fcasdoor N HFEFHIZE ik ID>
clientSecret = <f&fCasdoor i FFEFHIZ Ui >
casdoorOrganization = <f&fJCasdoorZI&FR>
casdoorApplication = <f&fJCasdoor N HTEFFR>
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Using Pre-built Binary

If you downloaded a pre-built binary, extract the archive and run Casibase
directly. The binary already includes the compiled frontend.

For Linux/macOS:

# Example for Linux x86_64

tar -xzf casibase_Linux_x86_64.tar.gz
cd casibase

./casibase

For Windows (PowerShell):

# Example for Windows x86_64

Expand-Archive casibase _Windows_x86_64.zip -DestinationPath .
cd casibase

.\casibase.exe

The server will start on port 14000 by default.


https://casdoor.org/docs/basic/server-installation
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go run main.go

ARS5 A INIaT TIa, BATTA] LUS SRR 7T

i Vi
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cd web
yarn install
yarn start

Building from Source

If you're building from source, follow these steps to create a production build.
Jii Vit

FeCasibase GoJm i UL & il Al A TS FF IE 31,

XHF-Linux:


https://create-react-app.dev/

go build
./caslibase

*FFWindows:

go build
casibase.exe

Hij i

¥ Casibase i VM F ST (html, js. .cssXff) :

cd web
yarn install
yarn build

Nginx

Q #7
RSB FHnginxEN AR, 75 ZAENginxFe B S AH I DA R ECE :

location / {
oo SEIORLE <
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
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docker run -p 14000:14000 casbin/casibase-all-in-one
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Below is a minimal but complete docker-compose.yml example that starts a
MySQL database and the Casibase service. It configures Casibase to connect to
the database using MySQL. Save this file as docker-compose.yml (nextto a conf
folder if you want to mount a custom app.conf).

services:
db:

image: mysql:8.0

restart: always

environment:
MYSQL_ROOT_PASSWORD: 123456
MYSQL_DATABASE: casibase

volumes:
- db_data:/var/1lib/mysql

ports:
- "3306:3306" # optional: expose DB to host

casibase:
image: casbin/casibase: latest
restart: unless-stopped
depends_on:
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What does the above compose file do:

The Casibase container connects to the database using the Compose service
name db (i.e. db:3306). When both services run in the same Docker network
(default for compose), using the service name as host is the simplest and
most reliable approach.

The dataSourceName above uses the MySQL root account for simplicity. For
production use please create a dedicated DB user and a strong password.

Mounting ./conf/app.conf into /conf/app.conf is optional. If you prefer
environment variables, you can remove the mount and rely on the

driverName and dataSourceName variables.

If both app.conf and environment variables are provided, the environment
variables take precedence and will override the corresponding settings in

app.conf.

@ mm

Casdoor: By default Casibase uses the hosted Casdoor instance at
https://door.casdoor.com for user authentication. If you need to
manage users, applications, or customize the authentication flow, you must
deploy your own Casdoor instance and update Casibase's app.conf (or
the equivalent environment variables) to point to your Casdoor server. You
can look at Casdoor configuration for more details.

RUNNING_IN_DOCKER: By default RUNNING_IN_DOCKER is enabled in docker
image. When enabled, Casibase replaces localhost with the Docker
bridge address (for example, host.docker.internal or the equivalent
bridge hostname) so that the container can reach services running on the

host.

Bring up the services:



docker-compose up -d

Check logs (follow):

docker-compose logs -f casibase
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Stop and remove containers and volumes (data removed):

docker-compose down -v
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Q %
G SRS 7 R B S PR A e, (o PRI i th 2 — R AT R AR T o

example

docker run \
-e driverName=mysql \
-e dataSourceName="user :password@tcp(x.x.x.x:3306)/"' \
-p 14000:14000 \
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(Optional) Try with K8s Helm

Introduction

This guide shows how to deploy Casibase on Kubernetes using Helm for easy and
scalable management. Helm simplifies the deployment process and allows for easy
configuration management.

Prerequisites

e A running Kubernetes cluster

e Helm v3 installed

» kubectl configured to connect to your cluster

o A MySQL/PostgreSQL database (recommended for production)

e A Casdoor instance for authentication

Configuration

Before installation, you must create an application configuration file. The Helm chart will
not work with default values.

Pre step: Create app.conf File
Create an app.conf file with your specific settings:

You can view more details about the configuration options in the Casibase

Configuration Documentation.

Or check the latest configuration options in app.conf example.


http://localhost:3000/zh/
http://localhost:3000/zh/docs/category/the-basics
https://github.com/casibase/casibase/blob/master/conf/app.conf

appname = casibase
httpport = 14000
runmode = prod
SessionOn = true
copyrequestbody = true

# Database Configuration - REQUIRED

driverName = mysql

dataSourceName = your-username:your -password@tcp(your-db-host:3306)/
dbName = your-database

# Casdoor Authentication - REQUIRED
casdoorEndpoint = https://door.casdoor.com
clientId = your-client-id

clientSecret = your-client-secret
casdoorOrganization = "your-organization"
casdoorApplication = "your-application"
redirectPath = /callback

# Optional Settings

redisEndpoint =

guacamoleEndpoint = 127.0.0.1:4822
isDemoMode = false
disablePreviewMode = false
logPostOnly = true

landingFolder =
cachebDir = '"C:/casibase_cache"
appbir = ""

isLocalIpbDb = false
audioStorageProvider = ""
providerDbName = ""
socks5Proxy = "127.0.0.1:10808"
publicDomain = ""
adminDomain = ""
enableExtraPages = false
shortcutPageltems = []
usageEndpoints = []
iframeUrl = ""
forceLanguage = ""
defaultLanguage = "en"



Optional: Using Secrets for Sensitive Data

For production environments, create a Kubernetes secret with your configuration:

# Create secret from app.conf file
kubectl create secret generic casibase-config --from-
file=app.conf=./app.conf

Installation Steps

Step 1: Prepare Configuration Files
Ensure you have created both:

e app.conf - Application configuration
Step 2: Install with Configuration File

® =R

Visit the Casbin Helm Chart to find the latest version.

Install Casibase by passing the app.conf file directly:

# Method 1: Pass app.conf content as appConfig parameter
helm install casibase oci://registry-1.docker.io/casbin/casibase-helm-
chart \

--version v1.549.0 \

--set-file appConfig=./app.conf


https://hub.docker.com/r/casbin/casibase-helm-chart/tags

Alternative Installation with Secret

If using secrets for sensitive data:

# Create secret first
kubectl create secret generic casibase-config --from-
file=app.conf=./app.conf

# Install with secret reference (no additional values file needed)
helm install casibase oci://registry-1.docker.io/casbin/casibase-helm-
chart \

--version v1.549.0 \

--set appConfig="" \

--set appConfigFromSecret=casibase-config

Step 3: Verify Installation

Check the deployment status:

kubectl get pods
kubectl get services
kubectl logs -1 app.kubernetes.io/name=casibase

Step 4: Access Casibase

Once installed, Casibase will be accessible through the Kubernetes service on port
14000. If you enabled ingress, it will be available at your configured domain.

Configuration Options Reference

The following table shows the main configuration parameters available in the Helm
chart:



Parameter Description Default Value

Number of
_ Casibase
replicaCount . 1
replicas to

run

Docker
image.repository image casbin
repository

_ Docker _
image.name ) casibase
Image name

_ : Image pull
image.pullPolicy i IfNotPresent
policy

Image tag
(defaults to

image.tag chart

appVersion)

Application
confi configuration  See
appConfig
(app.conf values.yaml

content)

Mount
app.conf

appConfigFromSecret
from secret

instead



service.type

service.port

ingress.enabled

ingress.hosts

resources

Parameter

autoscaling.enabled

autoscaling.minReplicas

autoscaling.maxReplicas

Description

Kubernetes
service type

Service port

Enable
ingress

Ingress
hosts
configuration

CPU/
Memory
resource
requests and
limits

Enable
horizontal
pod
autoscaler

Minimum
number of
replicas

Maximum
number of
replicas

Default Value

ClusterlIP

14000

false

[]

{3

false

100



Parameter Description

CPU
autoscaling.targetCPUUtilizationPercentage utilization
threshold

Node labels
nodeSelector for pod
assignment

Toleration

. labels for
tolerations
pod

assignment

Affinity
settings for

affinity q
po

assignment

Advanced Configuration Options

For production deployments, consider these additional options:

# Autoscaling
autoscaling:
enabled: true
minReplicas: 2
maxReplicas: 10
targetCPUUtilizationPercentage: 70

Default Value

80

{3

[]

{}



Managing the Deployment

Upgrading Casibase

To upgrade your Casibase deployment to a new version:

helm upgrade casibase oci://registry-1.docker.io/casbin/casibase-helm-
chart --version <new-version>

To upgrade with custom values:

helm upgrade casibase oci://registry-1.docker.io/casbin/casibase-helm-
chart --version <new-version> \
-f custom-values.yaml

Checking Deployment Status

Monitor your deployment:

# Check pod status
kubectl get pods -1 app.kubernetes.io/name=casibase

# Check service status
kubectl get svc -1 app.kubernetes.io/name=casibase

# View logs
kubectl logs -1 app.kubernetes.io/name=casibase

# Describe deployment
helm status casibase



Uninstalling Casibase

To completely remove Casibase from your cluster:

helm uninstall casibase

Troubleshooting

Common Issues

1. Pod not starting: Check logs with kubectl logs <pod-name>
2. Service not accessible: Verify service configuration and ingress setup

3. Database connection issues: Ensure database credentials and connectivity are
correct

4. Configuration errors: Validate your appConfig syntax
5. Casdoor authentication failures: Verify Casdoor endpoint and credentials

6. Domain/URL issues: Check domain configuration and DNS resolution

Configuration-Related Issues
Problem: Casdoor authentication not working

e Verify casdoorEndpoint is accessible from the cluster
e Check clientId and clientSecret are correct

e Ensure redirectPath matches your Casdoor application configuration

Problem: Configuration syntax errors



Getting Help

e Check pod events: kubectl describe pod <pod-name>
e View Helm release info: helm status casibase

e Review configuration: helm get values casibase

Conclusion

Using Helm to deploy Casibase on Kubernetes provides a robust, scalable solution for
managing your knowledge base platform. The chart offers flexible configuration options
to suit various deployment scenarios, from development environments to production

clusters.
Key benefits of this approach:

e Easy deployment and updates through Helm commands
» Flexible configuration through values files
o Kubernetes-native scaling and management

» Production-ready with proper resource management and health checks

For more advanced configurations and troubleshooting, refer to the Kubernetes
documentation and Helm documentation.


https://kubernetes.io/docs/
https://kubernetes.io/docs/
https://helm.sh/docs/
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Casibase Public API

Casibase frontend web Ul is a SPA (Single-Page Application) developed in React.
The React frontend consumes the Casibase RESTful APl exposed by the Go
backend code. This RESTful API is referred to as the Casibase Public API. In
other words, with HTTP calls, you can do everything just like how the Casibase
web Ul itself does. There's no other limitation. The API can be utilized by the
following:

e Casibase's frontend
e Casibase client SDKs (e.qg., casibase-java-sdk)

e Any other customized code from the application side

The full reference for the Casibase Public API can be found on Swagger:
https://ai-admin.casibase.com/swagger. These Swagger docs are automatically
generated using Beego's Bee tool. If you want to generate the Swagger docs by
yourself, see: How to generate the swagger file

How to authenticate with casibase
Public API

Casibase Public API supports two application-level authentication methods:
Bearer Token and Basic Auth. The Bearer Token method is recommended as

it is more secure.
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SDK Authentication Example (Java)

To illustrate how authentication is handled in practice, here is an example from the
Casibase Java SDK. The following code shows how the SDK constructs the
credential for APl requests. This process authenticates the SDK with application-
level permissions, effectively acting as an admin.

/S

protected void Service(Config config, AuthTypeEnum authType)
throws Exception {
this.config = config;
switch (authType){
case BASIC:
this.credential =
Credentials.basic(config.clientId, config.clientSecret);
break;
case BEARER:
String token = config.clientId + ":" +
config.clientSecret;
this.credential = "Bearer " +
DigestUtils.md5Hex(token);
break;
default:
throw new Exception("Invalid auth type");

The example above demonstrates how to prepare the credential for both
authentication types:

e BASIC: It uses a helper (okhttp3.Credentials) to perform the standard
Base64 encoding for Basic Authentication.

e BEARER: It constructs the token by taking the MD5 hash of



clientId:clientSecret (using
org.apache.commons.codec.digest.DigestUtils ) and prepending the result
with "Bearer ".

1. By Bearer Token (Recommended)

This method is more secure because it uses a static access token, which is a
hashed value of your clientId and clientSecret.

How to get the access token?

The access token is calculated using the following formula: md5(clientId + ":"

+ clientSecret)

How to authenticate?

The access token must be provided in the Authorization header as a Bearer
Token.

Authorization: Bearer <The access token>

2. By Basic Auth

This method uses the clientId and clientSecret directly for authentication. It
is considered less secure because the clientSecret might be exposed. It is
supported for convenience and compatibility purposes.

How to authenticate?

HTTP Basic Authentication: This is the standard way.


https://en.wikipedia.org/wiki/Basic_access_authentication

Authorization: Basic <The Base64 encoding of
"clientId:clientSecret">

If you are not familiar with Base64 encoding, you can use a library for this, as
HTTP Basic Authentication is a widely supported standard.

Where to find the Client ID and Secret?

Both authentication methods require a clientId and clientSecret . You can find
these values for your application in the Casibase configuration file: conf/

app.conf.



A > HREIR > SystemInfo

System Info

Casibase provides real-time system monitoring to help administrators track
resource usage and performance. The System Info page displays key metrics
about your Casibase instance.

Accessing System Info

Global administrators can access the system monitoring dashboard through the
SysInfo menu item in the navigation bar. This page automatically refreshes metrics
every 3 seconds.

Available Metrics

The system monitoring dashboard displays key metrics in an organized layout that
spans the full page width for better visibility.

CPU Usage: Displays the current CPU utilization percentage for each processor
core. This helps identify if the system is experiencing high computational load.

Memory Usage: Shows the memory consumption of the Casibase process relative
to total system memory. Monitor this to ensure sufficient memory is available for
smooth operation.

Disk Usage: Tracks the storage space used by Casibase's data directory. This
metric helps you monitor growth and plan for storage capacity.

Network Usage: Displays cumulative network 1/O for the Casibase process,
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including bytes sent, received, and total throughput. This helps track data transfer
patterns and identify potential network bottlenecks.

API Performance Metrics

For deployments with Prometheus integration, the System Info page also shows:

» API Latency: Response time distribution across different APl endpoints

e API Throughput: Request count per endpoint to identify high-traffic routes

These metrics help optimize performance and troubleshoot slow requests.



A > EmHIR >  Container Cloud

Container Cloud

Casibase is an open-source Container Cloud Platform built on the foundations of
Docker and Kubernetes. It is designed for individuals and organizations to easily

build, manage, and operate their own private cloud environments with a focus on
simplicity and application-centric management.

The Challenge: Complexity in the Cloud-
Native Era

In the world of modern software, Kubernetes has become the standard for running
applications. However, its power comes with significant complexity. Deploying
even a seemingly simple application, like a WordPress blog, requires orchestrating
a multitude of distinct Kubernetes resources:

» Deployments to manage the application pods (the WordPress server itself).
e Services to expose the application to the network.

» PersistentVolumeClaims to request storage for the database and uploads.
 StatefulSets to manage the database pods (like MySQL).

» ConfigMaps and Secrets to handle configuration and sensitive data.

Managing these individual components manually is often called a "resource-
centric" approach. This approach presents several challenges:

1. High Learning Curve: Users must have a deep understanding of various
Kubernetes resources and how they interact.

2. Operational Burden: Manually creating, updating, and deleting these
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resources is tedious and prone to human error.

3. Lack of Atomicity: There is no way to treat the entire "WordPress application”
as a single, atomic unit. You cannot simply "install" or "uninstall" it with one
action.

4. Inconsistency: Ensuring that the application is deployed identically across
development, testing, and production environments is difficult.

The Casibase Approach: From Managing
Resources to Managing Applications

Casibase fundamentally simplifies this process by shifting the focus from
managing individual resources to managing the application as a whole. We believe
you should be able to manage your applications without getting lost in the weeds
of Kubernetes YAML configurations.

To achieve this, Casibase introduces a powerful, application-centric model built on
two core concepts:

1. Templates: The Reusable Blueprint

A Template in Casibase is a complete, reusable blueprint for an application. It
encapsulates all the necessary Kubernetes resource manifests required to deploy
a service. Think of it as a "package" for a cloud application.

o What it contains: A template holds the base YAML configurations for all the
components of an application (Deployments, Services, etc.), structured for
use with Kustomize.

o The Goal: To make the underlying complexity transparent. Once a template for
WordPress is created, anyone can use it to deploy WordPress without needing
to know the details of its Kubernetes architecture.



2. Applications: The Live Instance

An Application is a live, running instance created from a Template. It represents a
specific deployment of that template in your cluster.

o Customization: When you create an Application, you select a Template and
then provide your own specific configurations, such as the number of replicas,
a custom domain name, or a specific database password.

o How it works: These custom configurations are treated as "patches" or
"overlays." Casibase uses Kustomize to intelligently merge your custom
parameters with the base manifests from the template, generating the final,
complete configuration.

» Lifecycle Management: The Application becomes the single unit you interact
with. You can deploy, monitor, update, and delete the entire application with
single clicks in the UL.

By adopting this model, Casibase transforms the complex task of cloud-native
deployment into a streamlined, intuitive workflow. Instead of wrestling with
kubectl and YAML files, you can manage the entire lifecycle of your applications
through a clean web interface: select a template, fill in a few parameters, and click
deploy.
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provider model alibabacloud_deepseek r1 - o oc! oce Albabatiou Model Alibaba Cloud deepseek-r1 .
DeekSeek-R1
provider_cloud_alibabacloud Provider Cloud AlibabaCloud Public Cloud Aliyun text-davinci-003 LTAI5tHkUsopAioN6sxi2LMg o cn-beijing
dall-e-3 dall-e-3 Model OpenAl dall-e-3 o
provider model_azure_gptd_1 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-40 ek
provider_model_azure gpt4 2 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-40 o
provider_model_azure_gpt4_3 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-40 ik
provider_embedding_openai_v3 Provider Embedding OpenAl V3 Embedding OpenAl text-embedding-ada-002 o
provider_model_openai_gpt4 vision Provider Model OpenAl GPTA ) ) OpenAl gpt-4-vision-preview o

SPR2.2: GBI TN

Vision

SRR MR A i save & Exit #4HL,



v‘ Ca San Home Chat Stores Providers Vectors Chats Me

Edit Provider

Name: provider_openai_model

Display name: OpenAl model

Category: Model

Type: OpenAl

Sub type: text-davinci-003

Secret key: ok

Provider URL: @ https://platform.openai.com/account/api-keys

Save
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Edit Provider
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Name: provider tts_alibabacloud_cosyvoice
Display name: Provider TTS AlibabaCloud Cosyvoice

Category Text-to-Speech

Type: Alibaba Cloud

Sub type: cosyvoice-v1

Flavor: longxiaochun

Secret key @

Provider URL: & https//bailian.console aliyun.com/?apiKey=1#/api-key
State: Active

OF "~
Casibase HHii><#7 DA MBS & R AR :

o Alibaba Cloud
o cosyvoice-v1 (B ZMEEIEIN)

Testing Your Text-to-Speech Provider

You can test your TTS provider by clicking the Read it out button. This will allow
you to enter text and hear the synthesized speech output.


https://www.alibabacloud.com/product/intelligent-speech-interaction

Ucasibase @ Home O Chas&Messages @ AlSeting O CloudResources [ Mulimedia [ logging & Auditing - i) 9 Admin v
¥

Edit Provider Save

Name: provider_r7fdnn
Display name: New Provider - r7fdnn

Category: Text-to-Speech

Type €3 Alibaba Cloud

Sub type: cosyvoice-v1

Flavor: RiNE, &, PENE WINFHRSNLRER, BEFRBERTSHE, HNERRTOHE.

Secret key @:

Provider test: Hello, I'm casibase Al. Read it out

Provider URL: & https://platform.openai.com/account/api-keys

State : Active

Save Save & Exit

This testing feature allows you to verify your TTS configuration before
implementing it in your applications, ensuring the voice quality and settings meet
your requirements.
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Edit Store Save Save 8¢ Exit

Name: store-built-in
Display name: Built-in Store
Title:

Avatar:

Storage provider:  Built-in Storage Provider (provider-storage-built-in)

Image provider: Storage Aliyun OSS Casibase Casbin (provider_storage_casibase_casbin)

Split provider: Default

Model provider: Provider Model Azure GPT-4 (provider_model_azure_gpt4)

Embedding Provider Embedding OpenAl V3 (provider_embedding_openai_v3)
provider:

Text-to-Speech  Provider TTS AlibabaCloud Cosyvoice (provider tts alibabacloud_cosyvoice)

provider:

Enable TTS
streaming:
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IAE, YRS ] DU SORNA RN OB S, Ty P SR AL I B sh kR,



N > EREIR > wrEEiEE > RINEE IR

s RO B

ARFRNGIFE B I P ERE, ERTE FEERCR IR AR 5 Casibase  (Fef(158
RETHTRERSD) RRANERE, BR5 I SEERRFiEZ MRS Casibase AR AHY
IR GRS .

wigT

EEWBHEME (STT) 2 —Fis MBI E S FRISOR,  STT 2w vy
Casibase N HFEFRREFNIALFR A A TR A,  SE58 FH ORI AN B RTIR ZE R GERY 15 A RE
jjO

1£ CasisbaseH, F&—A STT MR AR Al N LR BENS B ISR AL PR TE &% A5 14),
G @ B 2 B B AP A2 E,

MRS BUNR LR

B IRRALTE T BIE S IR AIShREE K B Casibaser,  #&r] D% DA R B INE
1i1:

STl B Providers %%,


http://localhost:3000/zh/
http://localhost:3000/zh/docs/category/the-basics

vCaSTbaSe {2 Home  Q Chats& Messages 8 AlSetting ~ © Cloud Resources [ Multimedia  [2 Logging & Auditing @
Stores
Application Users Tokens Price User Al
Casibase 37,812 33,864,556 $94.98 Hour | Day ek
Vectors
-O- Users Chats ¢ -O- Messages Tokens Price
Users Chats Messages Tokens  Price
40,000 40,000 60,000 35,000,00000
PUUUSS ey <0000 30,000,000
PR . 80
30,000 o= 30,000
25,000,000
40,000
EO‘OOO‘OOSO
20,000 20,000 30,000
‘15‘000‘0090
20,000
10,000,000
10,000 10,000
20
10.000 5,000,000
0 0 0 0 0
2025-03-06 2025-03-12 2025-03-18 2025-03-24 2025-03-30 2025-03-06 2025-03-13 2025-03-20 2025-03-27 2025-04-03
AIE S BN AR
g (Sl = R4\ o~
TR :J:"’ SRS FR ﬁ
N SIZL Y S
/r\]_:_il:_E 'J\\jJD ﬁ%ﬂ 4]‘\bn*ij: P~ Ao
)
scasibase @ Home O Chats&Messages 8 AlSetting & CloudResources  [h Multimedia  [3 Logging & Auditing 5]
Providers Add Storage Provider
Name Display name Category Type Sub type API key Secret key
Provider TTS AlibabaCloud Text-to-
provider_tts._alibabacloud_cosyvoice rovider T Allbabatiou etto Alibaba Cloud cosyvoicev
Cosyvoice Speech
N A ) ) Tencent ChainMaker ) )
provider_blockchain_chainmaker Provider Blockchain ChainMaker  Blockchain text-davinci-003 AKIDObZHjvqUrxnNItkKdfQUAWCS 1JK4XidG  ***
(Demo Network)
Provider Model AlibabaCloud
provider model alibabacloud_deepseek r1 - o oc! oce Albabatiou Model Alibaba Cloud deepseek-r1 .
DeekSeek-R1
provider_cloud_alibabacloud Provider Cloud AlibabaCloud Public Cloud Aliyun text-davinci-003 LTAI5tHkUsopAioN6sxi2LMg o
dall-e-3 dall-e-3 Model OpenAl dall-e-3 o
provider model_azure_gptd_1 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-40 ek
provider_model_azure gpt4 2 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-40 o
provider_model_azure_gpt4_3 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-40 ik
provider_embedding_openai_v3 Provider Embedding OpenAl V3 Embedding OpenAl text-embedding-ada-002 o
provider_model_openai_gpt4 vision Provider Model OpenAl GPTA ) ) OpenAl gpt-4-vision-preview o

Vision

B ESBONITEE R TR

HEEEH R RS R save & Exit #4HL,

QOrgAdmin Q

Month

Region

ap-beijing

cn-beijing



Ucasibase @ Home O Chats&Messages & AlSetting  © CloudResources ¢ Multimedia  [3 Logging & Auditing i3] v‘ Admin v

RSV ... ..

Name: provider_njowpc
Display name: New Provider - njowpc

Category: Speech-to-Text

Type: Alibaba Cloud

Sub type: paraformer-realtime-v1

Secret key @:

Provider URL: & https://platform.openai.com/account/api-keys
State : Active

Save Save & Exit

Powered by & casibase
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Store:  New Store - dir... Model:  New Provider - 8miT...

Hello, I'm Casibase Al Assistant
v I'm here to help answer your questions
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Home Chat Stores Providers Vectors Chats Messages Tasks

Edit Store

Name:

Display name:

Storage provider

Model provider:

Embedding prov

File tree:

my_store

My Store

Provider_storage_1 (provider_storage_1)

Model OpenAl text-davinci-003 (model_openai_text_davinci_003)

Resources [4

Her: [

Embedding_OpenAl_AdaSimilarity (embedding_openai_adasimilarity)
= My _Store
= alibaba_oss

= audio
AC / DC - Highway To Hell. mp3 (8.34 MB)

= document
o- casdoor-knowledge.doc (18.0 KB)
o- casdoor-knowledge.docx (10.9 KB)
casdoor-knowledge.html (23.5 KB)
casdoor-knowledge.md (2.12 KB)
casdoor-knowledge.pdf (107 KB)

Gl image
=l lena.jpg (105 KB)
lena.tiff (768 KB)

Gl video
my_video.mkv (456 KB)
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‘ + New Chat ‘ New Chat - 7

You are an expert in your field

store_1
Thank you for recognizing my expertise. Whether it's related to my specific area of knowledg
store-built-in expertise to provide insightful answers and solutions to any problems you may have.
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Step 1: Access the Chat Interface

When you log in to Casibase, you'll land directly on the chat interface. This gives
you immediate access to start conversations with Al. If you need to create a new
chat session, click the New Chat button.
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Answer: Casdoor is an OAuth2 and OIDC based authentication portal designed to help developers easily add user authentication and authorization features to their applications.

Casdoor is..

01651...

6]

What's casdoor? é"

When the Al responds using your knowledge base, you'll see a "Knowledge

sources" button showing how many document fragments were referenced. Click it

to view each source with its relevance score, and click any source to navigate



directly to that document in your store.
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What's casdoor?

Casdoor is an online development platform for web and mobile applications that helps companies create and manage an end-to-end development process. It allows businesses
to build, deploy, monitor, and manage apps quickly and cost effectively. It is equipped with powerful analytics tools to track the performance and usage of an app, as well as
allowing companies to quickly identify and address any issues or problems.
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User Data Synchronization

Casibase automatically keeps user information synchronized with Casdoor. When
a user's account is accessed through the application, Casibase fetches the latest
user data directly from Casdoor rather than relying on cached session data. This
ensures that any updates to user profiles in Casdoor—such as changes to name,
email, avatar, or permissions—are immediately reflected in Casibase without
requiring users to log out and log back in.



This real-time synchronization happens transparently in the background whenever
the application needs to access the current user's account information.

Billing Integration

Casibase integrates with Casdoor's transaction system for Al usage billing. When
users interact with Al models, transaction records are automatically created in
Casdoor to track token consumption and costs. This enables centralized billing
management across all your applications. For details on how transactions work,
see the Billing & Usage section.
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Permissions Overview

Casibase uses a role-based permission system to control access to features and
resources. The system distinguishes between different user types, each with
specific capabilities and access levels.

User Roles

Casibase supports several user roles:

System Admin - Full administrative access to all features, including system
configuration, user management, and all resources. This is the highest privilege
level.

Chat Admin - Administrative access focused on chat and knowledge base
operations. Can manage stores, vectors, chats, activities, and view all users' data.

Chat User - Regular users who can interact with Al chat, access their assigned
stores, and view their own usage data.

Video Normal User - Users with restricted video permissions. Can only modify
videos in "Draft" state when no remarks are present.

Permission Hierarchy

The permission system follows this hierarchy (from highest to lowest):

1. System Admin (built-in admin or users with isAdmin flag)
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2. Chat Admin (users with type: "chat-admin")
3. Chat User (users with type: "chat-user")

4. Anonymous/Guest users (limited read-only access)

Higher-level roles inherit the permissions of lower-level roles.

How Permissions Work

Permissions are checked throughout the application:

Frontend checks determine what Ul elements users see and which client-side
operations they can perform. These checks prevent unauthorized access to admin
panels, configuration pages, and sensitive features.

Backend checks enforce permissions on APl endpoints and data operations. Even
if frontend checks are bypassed, backend validation ensures security at the
server level.

This dual-layer approach provides defense in depth - the frontend offers a smooth
user experience by hiding inaccessible features, while the backend guarantees
security enforcement.

Authentication Integration

Casibase integrates with Casdoor for user authentication and SSO. User roles and
permissions are managed through Casdoor and synchronized automatically with
Casibase.



Implementation

Casibase centralizes permission logic to maintain consistency and simplify

updates:

e Frontend utilities in Setting.js provide reusable permission checking

functions
o Backend utilities in util/permission.go handle server-side authorization

For implementation details, see Frontend Permissions and Backend Permissions.
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Frontend Permissions

Casibase's React frontend uses centralized utility functions to check user
permissions. These functions are defined in web/src/Setting.js and ensure
consistent permission checking across all components.

Permission Utility Functions

isAdminUser (account)

Checks if a user is a system administrator.

if (Setting.isAdminUser (account)) {

}

Returns true for:

e Built-in admin account (owner === "built-in")

e Users with the isAdmin flag set to true

isChatAdminUser (account)

Checks if a user has chat-admin privileges.

if (Setting.isChatAdminUser (account)) {
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Returns true for users with type === "chat-admin" .

canViewAllUsers(account)

Checks if a user can view data for all users (not just their own).

if (Setting.canViewAllUsers(account)) {
// Enable "All users" option in dropdown

}

Returns true for:

e The admin account (hame === "admin")

e Chat admin users

This function is commonly used in usage pages and activity logs where admins
need to see organization-wide data.

isLocalAdminUser (account)

Checks if a user has local admin privileges, which includes both system admins
and chat admins.

const canManagePanes = Setting.isLocalAdminUser (account);

Returns true for:

e System admins

e Chat admin users



isLocalAndStoreAdminUser (account)

Similar to isLocalAdminUser () but also ensures the user can manage store
content (not restricted to "non-store-admin" homepage).

if (Setting.islLocalAndStoreAdminUser (account)) {
// Allow file operations

}

Practical Examples

Restricting Menu Items

// App.js - Building navigation menu
if (!Setting.isAdminUser(this.state.account)) {
if (!Setting.isChatAdminUser(this.state.account)) {
return res; // Return limited menu for regular users
¥
¥

Conditional Ul Elements

// UsagePage.js - User selection dropdown

<option key="all" value="Al1l"
disabled={!Setting.canViewAllUsers(this.props.account)}>
All

</option>



Permission-Based Features

// ProviderEditPage.js - Sensitive field access
<Input.Password
value={this.state.provider.providerKey}
disabled={!Setting.isAdminUser (this.props.account)}
onChange={e => this.updateProviderField("providerKey",
e.target.value)}
/>

Benefits of Centralized Functions

Before these utilities existed, permission checks were scattered across
components using inline conditions like account.name === "admin" ||
account.type === "chat-admin" . This made the code:

e Fragile: Changing role logic required updating multiple files
 Inconsistent: Different components might check permissions differently

o Error-prone: Easy to miss edge cases or make typos

Centralized utilities solve these issues by providing a single source of truth.
Updates to permission logic happen in one place and automatically apply
throughout the application.

Implementation Notes

All utility functions perform null/undefined checks on the account parameter,
making them safe to call without prior validation. They return false for invalid or

missing accounts, following a secure-by-default approach.
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Backend Permissions

Casibase's Go backend centralizes permission checking through utility functions

in util/permission.go. These functions provide consistent role validation across
controllers, routers, and service layers.

Permission Functions

IsAdminOrChatAdmin(user)

Checks if a user is either a system admin or a chat admin.

if tutil.IsAdminOrChatAdmin(user) {

c.ResponseError("this operation requires admin privilege")
return
Returns true for:

e Users with IsAdmin flag set

e Users with Type == "chat-admin"

This is the most commonly used permission check for operations that require
elevated privileges.

IsChatAdmin(user)

Checks specifically for chat admin role.
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if util.IsChatAdmin(user) {
// Grant chat-admin specific permissions

Returns true only for users with Type == "chat-admin".

IsVideoNormalUser (user)

Checks if a user has the video-normal-user role, which has restricted video
editing permissions.

if util.IsVideoNormalUser (user) {

if len(video.Remarks) > 0 || video.State != "Draft" {
c.ResponseError("video can only be updated in Draft state")
return
¥
¥
Returns true for users with Type == "video-normal-user".

Role Type Constants

The package defines constants for role types to eliminate hardcoded strings:

const (
UserTypeChatAdmin
UserTypeVideoNormalUser

"chat-admin"
"video-normal-user"

These constants ensure type safety and prevent typos when checking user roles.



Usage in Controllers

Authorization Filter

The router middleware uses permission checks to protect admin endpoints:

// routers/authz_filter.go
func permissionFilter(ctx *context.Context) {
user := GetSessionUser(ctx)

if lutil.IsAdminOrChatAdmin(user) {
responsekError(ctx, "this operation requires admin

privilege")
return

API Controllers

Controllers use these functions to enforce business logic permissions:

// controllers/account.go - User type assignment

if strings.Count(claims.Type, "-") <= 1 {
if lutil.IsAdminOrChatAdmin(&claims.User) {
claims.Type = "chat-user"
}
¥

// controllers/video.go - Video update restrictions
if util.IsVideoNormalUser (user) {
if len(video.Remarks) > 0 || video.State != "Draft" {



Service Layer

Object and service layers also benefit from centralized checks:

// object/util.go
func isAdmin(user *casdoorsdk.User) bool {
return util.IsAdminOrChatAdmin(user)

Migration Impact

Before centralization, permission checks were duplicated across the codebase:

// Before: inline, repeated logic
isAdmin := user != nil && (user.IsAdmin || user.Type == '"chat-
admin')
if !isAdmin {
return error

// After: single, reusable function
if lutil.IsAdminOrChatAdmin(user) {
return error

The migration improved:

Maintainability: Permission logic changes happen in one place Consistency: All
parts of the system use identical checks Security: Reduced risk of permission
check errors



Safety Features

All permission functions include null safety checks:

func IsAdminOrChatAdmin(user *casdoorsdk.User) bool {
if user == nil {
return false

3

return user.IsAdmin || user.Type == UserTypeChatAdmin

This prevents nil pointer dereferences and ensures permission checks fail safely
when user data is unavailable.
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Generating Swagger Files

Overview

As we know, the beego framework provides support for generating swagger files
to clarify the API via the command line tool called "bee". Casibase is also built
based on beego. However, we found that the swagger files generated by bee
failed to categorize the APIs with the "@Tag" label. So, we modified the original
bee to implement this function.

How to write the comment

Most rules are exactly identical to the original bee comment formats. The only
discrepancy is that the API shall be divided into different groups according to the
"@Tag" label. Therefore, developers are obliged to ensure that this tag is correctly
added. Here is an example:

// @Title Login
// @Tag Login API
// @Description login

// @Param OAuthParams query string true "oAuth
parameters'

// @Param body body RequestForm true "Login
information"

// @Success 200 {object} controllers.api_controller.Response The
Response object

// @router /login [post]

func (c *ApiController) Login() {
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APls with the same "@Tag" labels will be put into the same group.

How to generate the swagger file

0.

Write comments for the API in the correct format.

. Fetch this repository: https://github.com/casbin/bee.

. Build the modified bee. For example, in the root directory of casbin/bee, run

the following command:

go build -o mybee .

Copy mybee to the base directory of Casibase.

In that directory, run the following command:

mybee generate docs

(Optional) If you want to generate swagger document for specific tags or apis,
here are some example commands:

mybee generate docs --tags "Adapter API"

mybee generate docs --tags "Adapter API,Login API"
mybee generate docs --apis "add-adapter"

mybee generate docs --apis "add-adapter,delete-adapter"

Notably: We only accept a comma , as the separator when multiple tags/apis
provided.

Then you will find that the new swagger files are generated.


https://github.com/casbin/bee
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Name Created time Display name Favicon Website URL Password type Password salt Default avatar  Soft deletion
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New User Save Cancel

Organization @ : casbin ﬂ

D®:

Tame (@ :

jimmy

Display name @ : Jimmy

Avatar () : Preview: % 5

Upload a photo...

User type @ normal-user

Email ®: t414w5@example.com

Phone @ : +1 71700415009
Country/Region (@ :

Location (3 :
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Permissions (?) :

Groups @ :

3rd-party logins @ :

Is admin @) : ()

Is forbidden @ : .

Is deleted () :

Multi-factor Multi-factor methods
authentication @) :
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A > How to Connect to Casibase

How to Connect to
Casibase

Overview

Learn about different ways to connect to and integrate with Casibase.

Casibase SDKs

Learn how to integrate and use Casibase SDKs with your applications.

Using Casibase OpenAl API Compatible Interface

Learn how to connect external chat Uls to Casibase using OpenAl APl compatibility.


http://localhost:3000/zh/

A > Howto Connectto Casibase > Overview

Overview

Overview

In this section, we will show you how to connect your application to Casibase.
Casibase provides two main methods for integrating with your applications:

e Casibase SDK - For direct integration with Casibase's API

e OpenAl API Compatibility - For connecting existing OpenAl-compatible Uls
and clients

Casibase SDK

What is Casibase SDK?

Casibase SDK provides a programmatic way to interact with Casibase services. It
offers a convenient set of APIs that allow developers to manage tasks, knowledge
bases, and other features of Casibase directly from their applications.

We recommend using the Casibase SDK for the following reasons:

1. It provides direct access to Casibase-specific functionality
2. It simplifies authentication and configuration

3. It handles error cases and provides a more developer-friendly experience

Currently, Casibase offers a Java SDK, with more language support planned for
the future.


http://localhost:3000/zh/

OpenAl APl Compatibility

What is OpenAl API Compatibility?

Casibase supports the OpenAl API format, allowing you to connect any OpenAl-
compatible chat Ul or client application to Casibase. This makes it easy to use
popular open-source chat interfaces with Casibase's backend.

We recommend using the OpenAl APl compatibility for the following reasons:

1. It allows you to use your preferred chat Ul with Casibase
2. It simplifies integration if you're already using OpenAl-compatible tools

3. It provides a standardized way to interact with Casibase's Al capabilities

This approach is particularly useful if you want to quickly integrate Casibase with
existing applications that already support the OpenAl API format.
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Casibase SDKs

Introduction

Casibase provides SDKs to help developers integrate with Casibase's APIs more
easily. The SDKs offer a convenient way to interact with Casibase's services for
tasks like managing Al conversations, knowledge bases, and more.

Currently, Casibase offers a Java SDK, with more language support planned for

the future.
Backend SDK Description SDK code Example code
Java SDK For Java backends casibase-java-sdk -

How to use Casibase SDK?

1. Backend SDK configuration

When your application starts up, you need to initialize the Casibase SDK config by
providing the required parameters.

Take casibase-java-sdk as an example:

CasibaseConfig config = new CasibaseConfig(
"https://demo-admin.casibase.com",


http://localhost:3000/zh/
https://github.com/casibase/casibase-java-sdk

All the parameters for initialization are explained as follows:

Parameter

endpoint

clientld

clientSecret

organizationName

applicationName

Required

Yes

Yes

Yes

Yes

No

2. Available Services

Description
Casibase Server URL, like https://demo-
admin.casibase.com or
http://localhost:14000
Client ID for the Casibase application

Client secret for the Casibase application

The name for the Casibase organization, e.g.,
casbin

The name for the Casibase application, e.g.,
app-casibase

Once you have initialized the configuration, you can create and use the available

services. Currently, the only available service is TaskService.

TaskService taskService = new TaskService(config);

TaskService

TaskService supports basic task operations, such as:

e getTask(String name) : Get a single task by task name.

e getTasks(): Get all tasks under the organizationName.


https://demo-admin.casibase.com/
https://demo-admin.casibase.com/
http://localhost:14000/

e addTask(Task task): Add a new task to the database.
e updateTask(Task task): Update an existing task in the database.

e deleteTask(Task task): Delete a task from the database.
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Using Casibase OpenAl API
Compatible Interface

This document is a step-by-step tutorial designed for beginners. It will guide you
through the process of connecting external chat Uls to Casibase using its OpenAl
API compatibility feature.

Introduction

Casibase now supports integration with external chat Uls through OpenAl API
compatibility. This feature allows you to use popular open-source chat interfaces
with Casibase's backend, giving you more flexibility in how you interact with your
knowledge base system.

If you're looking to use your preferred chat Ul with Casibase, this guide will walk
you through the simple setup process.

Step 1: Set Up Casibase with a Model Provider

Before connecting an external Ul, ensure you have Casibase properly set up with a
model provider. If you haven't done this yet, please refer to the Add an Al Model
Provider tutorial.

Step 2: Get Your OpenAl-compatible APl Key

When you create a model provider in Casibase, an API key is automatically
generated. This key allows external applications to communicate with Casibase


http://localhost:3000/zh/

using the OpenAl API format.

Step 2.1: Access Your API Key

Navigate to the Providers section and select your model provider. Only
administrators can view and modify API keys.

Name: provider_prm93r
Display name: New Provider - pm93r
Category Model

Type: @ OpenAl

Sub type: text-davinci-003

Presence penalty: 0.00

Frequency penalty: ~ 0.00

APl key: sk-UflKsbiYjzBvjeUFJbDpxuKg

Provider URL: & hitps://platform.openai.com/account/api-keys

State : Active

Q %

If the API key field is empty, Casibase will automatically generate a new key
when you save the provider.

Step 3: Configure Your External Chat Ul

Once you have your API key, you can configure your external chat Ul to connect to
Casibase.

Step 3.1: Configure with chatgpt-web

For this example, we'll use chatgpt-web, a popular open-source ChatGPT
interface.


https://github.com/Chanzhaoyu/chatgpt-web

1. Locate the service/.env file in your chatgpt-web installation

2. Modify the following variables:
o OPENAI_API_KEY: Set this to your Casibase-generated API key

o OPENAI_API_BASE_URL: Set thisto http://your-casibase-
backend:port/api

# Example configuration
OPENAI_API_KEY=sk-Uf1KsbiYjzBvjeUFJbDpxuKg
OPENAI_API_BASE_URL=http://localhost:14000/api

Make sure your Casibase backend is accessible from the machine running your
chat Ul. Check firewall settings if you encounter connection issues.

Step 4: Test Your Integration

Start your chat Ul application and test the connection. You should now be able to
interact with Casibase through your preferred interface. If everything is set up
correctly, you should see responses from Casibase in your chat Ul.

New Chat “
‘ @ hello 2 D|

Hello! How can | assist you today?

Prompt Store ®

. Casibase +
& Staron GitHub @ s 0



Compatible Chat Uls

Casibase's OpenAl API compatibility has been tested with these popular chat
interfaces:

e chatgpt-web

Other chat Uls that use the standard OpenAl API format should also work with
Casibase.


https://github.com/Chanzhaoyu/chatgpt-web
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Casibase 22— MR Al ATRERSE, BENMIAR AR E RGN E R 5 0E
Rt 773, One of its core features is Providers, which allow users to integrate
multiple Al models, storage services, and infrastructure management capabilities.
These integrations enhance the functionality and performance of the system.

Providers span several categories including Al Providers (Model and Embedding),
Storage Providers, Cloud Providers, and Scan Providers, each serving distinct
roles in the system. The provider list interface includes filtering capabilities,
allowing you to quickly locate providers by category or type through dedicated
filter controls.

1. BRI
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Casibase integrates with popular Al models through its provider system. Choose
from cloud services like OpenAl and Alibaba Cloud, or connect to open-source
models through Hugging Face and local deployments.


http://localhost:3000/zh/
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OpenAl — GPT-3.5-turbo, GPT-4, and reasoning-focused o1 models

Azure OpenAl — Access OpenAl models through Azure infrastructure
Alibaba Cloud — Qwen models plus DeepSeek v3, v3.1, v3.2, and R1

DeepSeek — DeepSeek V3.2 series with chat and reasoner variants optimized for
reasoning tasks

Claude — Anthropic's Claude models including Opus 4.5, Sonnet 4, and Haiku for
different use cases

Moonshot (Kimi) — Moonshot v1 series and Kimi K2 models with advanced
thinking capabilities

Ernie — Baidu's ERNIE-Bot series

Hugging Face — Open-source models including Llama-2, ChatGLM2, and
community contributions
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Currently, Casibase supports Alibaba Cloud's Text-to-Speech service, with
various voice options available through the cosyvoice-v1 interface. iZ R4t 1% ]
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6. Cloud Providers

Cloud Providers enable Casibase to connect to and manage infrastructure across
private and public cloud platforms. These providers allow centralized visibility and
control of cloud resources.

Private Cloud Providers connect to containerized environments like Docker and
Kubernetes, enabling container lifecycle management and orchestration directly
from Casibase.

Public Cloud Providers scan and catalog cloud infrastructure resources across
major platforms. They automatically discover virtual machines, storage volumes,
network components, and other cloud assets, enriching each with detailed
configuration information through multi-level API discovery.



/. Bot Providers

Bot Providers enable integration between Casibase and enterprise messaging
platforms. They allow Casibase to respond to messages in real-time through bot
interfaces, bringing Al capabilities directly into workplace communication tools.

WeCom Bot Provider connects Casibase to WeCom (WeChat Work) through the
bot interface. It processes incoming messages, generates Al responses using
configured stores, and supports streaming responses for better user experience.
The provider handles message encryption, decryption, and URL verification
required by WeCom's security protocol.

8. Scan Providers

Scan Providers perform network discovery, security auditing, and system
assessment operations. Casibase integrates specialized scanning tools that
analyze infrastructure assets, detect vulnerabilities, and assess system
configurations.

Nmap Scan Provider conducts network reconnaissance by scanning IP addresses
and port ranges. It identifies open ports, running services, service versions, and
operating system details. The provider returns structured JSON results showing
discovered hosts, accessible services, and potential security concerns.

OS Patch Provider evaluates system patch status and identifies missing security
updates. It checks installed software versions against known vulnerabilities and
recommends necessary patches to maintain system security.

Scan providers work with the Scan object to execute operations against target
assets. Results are captured in both raw and structured formats, enabling detailed
analysis through the web interface.
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Model providers connect Al capabilities to your Casibase instance. They power
everything from chatbots to document analysis by integrating large language
models (LLMs) directly into your knowledge base workflows.

AR RS

Adding a model provider takes just a few clicks:
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Ucasibase @ Home O Chats@Messages 88 AlSetting & Cloud Resources

Stores
Application Users Chats
-
Casibase 37,812 37,917
Vectors
-O- Users Chats
40,000
0,000 g%
20,000
10,000

0
2025-03-06  2025-03-12  2025-03-18

i BN AR AR R B R

30,000

20,000

10,000

¥ Multimedia

33,864,556 $94.98

(S

[3 Logging & Auditing -+ ®

User: All

I Hour  Day  Week

-O- Messages Tokens Price
Tokens  Price
35,000,00000

50,000 30,000,000
80
25,000,000

40,000

20,000008°

15,000,00¢
%
20,000
10,000,000
o 20
10000 5,000,000
0 0
2025 2025-03-13 2 2025-03 2025-04-0

OrgAdmin q

Month

&
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vCaSTbaSe i Home Q Chats & Messages 88 Al Setting © Cloud Resources ¢ Multimedia [2 Logging & Auditing @ OrgAdmm

Providers Add Storage Provider

Name Display name Category Type Sub type API key Secret key Region
Provider TTS AlibabaCloud Text-to-

provider tts alibabacloud_cosyvoice Alibaba Cloud cosyvoice-v1 x
Cosyvoice Speech

Te t ChainMak
provider_blockchain_chainmaker Provider Blockchain ChainMaker  Blockchain (;ncenN t::n k)a € text-davinci-003 AKIDObZHjvqUrxnNItkKdfQUAWCS1JKAXiIdG  *** ap-beijing
emo Networl

Provider Model AlibabaCloud
provider_model_alibabacloud_deepseek r1 oo " one oapaou Model Alibaba Cloud deepseek-rt -
DeekSeek-R1

provider_cloud_alibabacloud Provider Cloud AlibabaCloud Public Cloud Aliyun text-davinci-003 LTAI5tHkUsopAioNésxi2LMg o cn-beijing
dall-e-3 dall-e-3 Model OpenAl dall-e-3 o
provider_model_azure_gpt4_1 Provider Model Azure GPT-4 Model Azure gpt-4o0 deployment-gpt-40 ik
provider_model_azure gptd 2 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-40 i
provider_model_azure_gpt4_3 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-40 ik
provider_embedding_openai_v3 Provider Embedding OpenAl V3 Embedding OpenAl text-embedding-ada-002 ik

Provider Model OpenAl GPT4

provider_model openai_gpt4 vision )
Vision

Model QOpenAl gpt-4-vision-preview

B BRI R RS

HE AR MR TR H R R FIR I 145
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Edit Provider

Name: provider_openai_model

Display name: OpenAl model

Category: Model

Type: OpenAl

Sub type: text-davinci-003

Secret key: ok

Provider URL: @ https://platform.openai.com/account/api-keys

Save



Supported Providers

Provider

OpenAl

Azure
OpenAl

Alibaba
Cloud

DeepSeek

Claude

Moonshot
(Kimi)

Hugging
Face

OpenRouter

Models & Features

GPT-3.5-turbo, GPT-4, 01 series. Reasoning models show step-
by-step thinking. Web search available for real-time
information.

Access OpenAl models through Azure infrastructure with
official SDK support.

Qwen models and DeepSeek (v3, v3.1, v3.2, R1). Web search
with inline results.

DeepSeek V3.2 with chat and reasoner variants for advanced
reasoning. Updated pricing for improved affordability.

Anthropic's Claude family including the new Opus 4.5 for
complex tasks, plus Sonnet and Haiku variants for balanced
performance and speed.

Moonshot v1 series (8k, 32k, 128k context) and Kimi K2 models
with preview, turbo, and thinking variants. Auto-tier pricing with
kimi-latest.

Open-source models including Llama-2, ChatGLM2, Baichuan2,
and thousands more.

Unified API access to Claude, PaLM, GPT-4, and other


https://openai.com/
https://azure.microsoft.com/en-us/products/ai-foundry/models/openai/
https://azure.microsoft.com/en-us/products/ai-foundry/models/openai/
https://www.alibabacloud.com/
https://www.alibabacloud.com/
https://www.deepseek.com/
https://www.anthropic.com/
https://www.moonshot.cn/
https://www.moonshot.cn/
https://huggingface.co/
https://huggingface.co/
https://openrouter.ai/

Provider Models & Features
providers.

Run models like Llama, Mistral, and Phi locally on your machine.

Ollama
No API key needed.

A\ CONFIGURATION NOTES

When adding a provider, configure these fields:

o Category: Choose Model for language models or Embedding for text
vectorization
« Type: Select the specific provider (OpenAl, Hugging Face, Ollama, etc.)

o API key: Your API key or access token, required for cloud providers like
OpenAl, Azure OpenAl, DeepSeek, not needed for Ollama (runs locally
without authentication)

Example: Adding OpenAl


https://ollama.com/

O e
@ Cas b N Home Chat Stores Providers Vectors Chats Messa

Edit Provider
Name: provider_openai_model
Display nanfe: OpenAl model
Catego Model
Type: [
OpenAl
Sub type:
Hugging Face
Secret key: OpenRouter
Ernie
Provider URL: g TILLS.// 1auuiinupeniarcunny VUl apitkeys

Save

A\ STREAMING SUPPORT

Not all models support streaming output (showing responses as they're
generated). GPT-3.5-turbo and most modern models do, but if you're using
older or custom models, check with your provider.

Once configured, your model provider powers Casibase's chat interface,
document Q&A, and other Al features. You can switch between providers anytime
to compare results or optimize for cost and performance.
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Providers

Name *  Display name < Category * Type © Subtype < APlkey * Secretkey - Provider URL < Action
provider_openai_model  OpenAl model Model Openal text-davinci-003 https://platform.openai.com/account/api-keys

O
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Ucasibase @ Home O Chats@Messages 88 AlSetting & Cloud Resources

Stores
Application Users Chats Tokens Price
-
Casibase 37,812 37,917 33,864,556 $94.98
Vectors
-O-u Chat 3
Users Chats
40,000 40,000
30000 o= 30,000
20,000 20,000
10,000 10,000
0 0
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¥ Multimedia
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Providers Add Storage Provider

Name Display name

Provider TTS AlibabaCloud

provider tts alibabacloud_cosyvoice
Cosyvoice

provider_blockchain_chainmaker Provider Blockchain ChainMaker

Provider Model AlibabaCloud

id del_alibabacloud_d k_r1
provider model alibabacloud deepseek 1 o oo

provider_cloud_alibabacloud Provider Cloud AlibabaCloud
dall-e-3 dall-e-3
provider_model_azure_gpt4_1 Provider Model Azure GPT-4
provider_model_azure_ gptd 2 Provider Model Azure GPT-4
provider_model_azure_gpt4_3 Provider Model Azure GPT-4
provider_embedding_openai_v3 Provider Embedding OpenAl V3

Provider Model OpenAl GPT4

provider_model_openai_gpt4_vision ©
Vision

B IR AGRER RS

& Cloud Resources 3 Multimedia

Category

Text-to-
Speech

Blockchain

Model

Public Cloud

Model

Model

Model

Model

Embedding

Model

Type
Alibaba Cloud

Tencent ChainMaker
(Demo Network)

Alibaba Cloud

Aliyun

OpenAl

Azure

Azure

Azure

OpenAl

OpenAl

HE AR TR s R IR 1%L

[3 Logging & Auditing

Sub type

cosyvoice-v1

text-davinci-003

deepseek-r1

text-davinci-003

dall-e-3

gpt-4o0

gpt-do

gpt-4o0

text-embedding-ada-002

gpt-4-vision-preview

APl key

AKIDObZHjvqUnnNItkKdfQUAWCS 1JK4XidG

LTAIStHkUsopAioN6sxi2LMg

deployment-gpt-40

deployment-gpt-4o

deployment-gpt-40

®

Secret key

Region

ap-beijing

cn-beijing
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Edit Provider

Name: embedding_openai_adasimilarity

Display name: Embedding_OpenAl_AdaSimilarity

Category: Embedding

Type: OpenAl

Sub type: AdaSimilarity

Secret key:

Provider URL: @ https://platform.openai.com/account/api-keys

Save

Q 7
Casibase SZFiZ il ANf2 LR, 4!

e OpenAl


https://openai.com/

o AdaSimilarity
o DavinciSimilarity
o AdaEmbedding2

e Huqgqging Face

o sentence-transformers/paraphrase-MiniLM-L6-v2

IR Al AL R 513 D

G casbin  Home Chat  Stores  Providers  Vectors  Chats  Messages  Tasks  Resources[%  Permissions % Logs %
Providers %K)
Name Display name Category Type Sub type APl key Secret key Provider URL

ing_openai_ ing_OpenAl_AdaSimilar OpenAl 1 https://platform.openai.com/account/api-keys

model_openai_text_davinci 003 Model OpenAl text-davinci-003  Model Openal text-davinci-003 https://platform.openai.
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New Provider Save Save & Exit Cancel

Name (@) : provider_storage_1
Display name @ : Provider_storage_1
Organization (@ : admin (Shared)
Category (@) - | Storage |
Type @) : [ jpws
. ] Alibaba Cloud OSS
ClientID (® :
aws - AWS S3
Client secret (%) : A Azure Blob
. ) 2y Google Cloud Storage
Endpoint (@ :

| Local File System

Endpoint (Intrankt) @ Minlo

%" Qiniu Cloud Kodo
Bucket @ : _

Q %
Casdoor X2 M7 iEfefitns, BHE:

AWS S3
Azure Blob

Google Cloud Storage
¢ MinlO



https://aws.amazon.com/s3/
https://azure.microsoft.com/en-us/products/storage/blobs
https://cloud.google.com/storage
https://min.io/

o 4= Kodo
o [HZ OSS ...

ZNl
WINPT Z OSS 12k EE R
A VAN

o &M ID: EAYFTE Z OSS Mk AccessKey ID,
o B EHIRTE Z OSS MKFHY AccessKey Secret,

Category (@) Storage

Type @ : [ Alibaba Cloud 0SS

Client ID @) : LTA***NLf

Client secret @ : Vob6***pig

Endpoint ) : & oss-cn-beijing.aliyuncs.com

Endpoint (Intranet) @& &

Bucket @ :

Path prefix (2 :

Domain (@ : 2 https://xx-bucket-0.0ss-cn-beijing.aliyuncs.com

Provider URL @ : & https://github.com/organizations/xx/settings/applications/1234567

Save Save & Exit Cancel


https://www.qiniu.com/
https://www.alibabacloud.com/product/oss
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Providers [a%ek]

Name Organization Created time Display name Category Type Client ID Provider URL
provider_storage_1 admin (Shared) 2023-09-10 21:23:02

Storage c-) https://github.com

/organizations/xx.

Action
Provider_storage_1
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Ucasibase & Home O Chats&Messages 3 AlSetting & CloudResources [ Multimedia  [3 Logging & Auditing & OrgAdmin q
Stores
Application Users Chats Tokens Price User: Al
- G
Casibase 37,812 37,917 33,864,556 $94.98 UM Hour  Day  Week | Month
Vectors
O-Uu Chat ¢ -O- Messages Tok P €
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PR 80
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wcasibase @ Home Q Chats&Messages 8 AlSetting & CloudResources  [h Multimedia  [3 Logging & Auditing -~ & OrgAdmm
Providers Add Storage Provider
Name Display name Category Type Sub type API key Secret key Region
Provider TTS AlibabaCloud Text-to-
provider_tts._alibabacloud_cosyvoice rovider Ti> Allbabatou etto Alibaba Cloud cosyvoicev1 .
Cosyvoice Speech
B ) : ) Tencent ChainMaker ) ) .
provider_blockchain_chainmaker Provider Blockchain ChainMaker  Blockchain text-davinci-003 AKIDObZHjvqUrxnNItkKdfQUAWCS1JKAXidG  *** ap-beijing
(Demo Network)
Provider Model AlibabaCloud
provider model alibabacloud_deepseek r1 oo oce Albabatiou Model Alibaba Cloud deepseek-r1 .
DeekSeek-R1
provider_cloud_alibabacloud Provider Cloud AlibabaCloud PublicCloud  Aliyun text-davinci-003 LTAIStHkUsopAioNGsxi2LMg ek cn-beijing
dall-e-3 dall-e-3 Model OpenAl dall-e-3 o
provider_model_azure_gpt4_1 Provider Model Azure GPT-4 Model Azure gpt-4o0 deployment-gpt-40 ik
provider_model_azure_ gptd 2 Provider Model Azure GPT-4 Model Azure gpt-do deployment-gpt-4o o
provider_model_azure_gpt4_3 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-40 ik
provider_embedding_openai_v3 Provider Embedding OpenAl V3 Embedding OpenAl text-embedding-ada-002 ek

provider_model_openai_gpt4_vision

Provider Model OpenAl GPT4

° Model OpenAl gpt-4-vision-preview
Vision

BTG GG TR

HE AR R TR R save & Exit i%H,

vCaSTbaSe @ Home Q Chats & Messages 88 Al Setting © Cloud Resources [ Multimedia [4 Logging & Auditing @ OrgAdmm

Edit Provider

Name: provider tts_alibabacloud_cosyvoice
Display name: Provider TTS AlibabaCloud Cosyvoice

Category Text-to-Speech

Type: Alibaba Cloud

Sub type: cosyvoice-v1

Flavor: longxiaochun

Secret key @: o

Provider URL: @ https://bailian.console.aliyun.com/?apiKey=1#/api-key
State : Active



Q %
Casibase HEISCRFLL MEE & AR IHLR:

o Alibaba Cloud
o cosyvoice-v1 (L ZMEEIEIN)

Testing Your Text-to-Speech Provider

You can test your TTS provider by clicking the Read it out button. This will allow
you to enter text and hear the synthesized speech output.

Ucasibase @ Home O Chats&Messages 8 AlSetting O Cloud Resources [ Multimedia (3 Logging & Auditing - i) Q Admin v
EditProvider  Save

Name provider_r7fdnn

Display name: New Provider - r7fdnn

Category: Text-to-Speech

Type £ Alibaba Cloud

Sub type cosyvoice-v1

Flavor: RNE, K, PENE RINZHRSNLERE, BRTPAMERSRE, HMERRTLE.

Secret key @:

Provider test: Hello, I'm casibase Al. Read it out

Provider URL: @ https://platform.openai.com/account/api-keys

State : Active

Save Save & Exit

This testing feature allows you to verify your TTS configuration before
implementing it in your applications, ensuring the voice quality and settings meet
your requirements.

Alibaba i35 iZ W
2R Alibaba Cloud [ cosyvoice-va B, &0 DAMNSRITE S LA LR

o JLb


https://www.alibabacloud.com/product/intelligent-speech-interaction
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Edit Store  Save

Name; store-built-in
Display name: Built-in Store
Title:

Avatar:

Storage provider:  Built-in Storage Provider (provider-storage-built-in)

Image provider:  Storage Aliyun OSS Casibase Casbin (provider_storage_casibase_casbin)

Split provider: Default

Model provider: Provider Model Azure GPT-4 (provider_model_azure_gpt4)

Embedding Provider Embedding OpenAl V3 (provider embedding_openai_v3)
provider:

Text-to-Speech Provider TTS AlibabaCloud Cosyvoice (provider_tts_alibabacloud_cosyvoice)
provider:

Enable TTS

streaming

Fraomianae 5
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Ucasibase & Home O Chats&Messages 3 AlSetting & CloudResources [ Multimedia  [3 Logging & Auditing & OrgAdmin q
Stores
Application Users Chats Tokens Price User: Al
-
Casibase 37,812 37,917 33,864,556 $94.98 UM Hour  Day  Week | Month
Vectors
-O- Users Chats ¢ -O- Messages Tokens Price €
sssss Chats Messages Tokens  Pri
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http://localhost:3000/zh/

i PO Ok

i Add FEHERIS I SR R

wcasibase @ Home

Providers

Name

provider _tts alibabacloud_cosyvoice

provider_blockchain_chainmaker

provider_model_alibabacloud_deepseek r1

provider_cloud_alibabacloud

dall-e-3

provider_model_azure gpt4_1

provider_model_azure_ gptd 2

provider_model_azure gpt4_3

provider embedding openai v3

provider_model_openai_gpt4_vision

Add Storage Provider

Q Chats & Messages 88 Al Setting

Display name

Provider TTS AlibabaCloud
Cosyvoice

Provider Blockchain ChainMaker

Provider Model AlibabaCloud
DeekSeek-R1

Provider Cloud AlibabaCloud

dall-e-3

Provider Model Azure GPT-4

Provider Model Azure GPT-4

Provider Model Azure GPT-4

Provider Embedding OpenAl V3

Provider Model OpenAl GPT4
Vision

BB BUNTRAR EIE R

& Cloud Resources 3 Multimedia

Category

Text-to-
Speech

Blockchain

Model

Public Cloud

Model

Model

Model

Model

Embedding

Model

Type
Alibaba Cloud

Tencent ChainMaker
(Demo Network)

Alibaba Cloud

Aliyun

OpenAl

Azure

Azure

Azure

OpenAl

OpenAl

[3 Logging & Auditing

Sub type

cosyvoice-v1

text-davinci-003

deepseek-r1

text-davinci-003

dall-e-3

gpt-4o0

gpt-do

gpt-4o0

text-embedding-ada-002

gpt-4-vision-preview

HE R TR i save & Exit %3l

APl key

AKIDObZHjvqUnnNItkKdfQUAWCS 1JK4XidG

LTAIStHkUsopAioN6sxi2LMg

deployment-gpt-40

deployment-gpt-4o

deployment-gpt-40

& OrgAdmm

Secret key Region

ap-beijing

cn-beijing

Ucasibase @ Home

Edit Provider

Name;

Display name:

Save Save & Exit

provider njowpc

New Provider - njowpc

Q Chats & Messages 83 Al Setting

& Cloud Resources O Multimedia

Category: Speech-to-Text

Type: Alibaba Cloud

Sub type: paraformer-realtime-v1

Secret key @: i

Provider URL: & https://platform.openai.com/account/api-keys
State : Active

Powered by @ cas

[3 Logging & Auditing

ibase

@ v.' Admin Vv
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Store:  New Store - dir... Model:  New Provider - 8mif...

Hello, I'm Casibase Al Assistant
v I'm here to help answer your questions
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e Alibaba Cloud
o paraformer-realtime-v1



https://www.alibabacloud.com/product/intelligent-speech-interaction

A > 4t > Bot Providers

Bot Providers

Introduction

Bot Providers enable Casibase to integrate with enterprise messaging platforms.
Through bot interfaces, Casibase can receive messages, process them with Al
models, and respond in real-time within workplace communication tools.

These integrations allow teams to access Casibase's Al knowledge base
capabilities directly from their familiar messaging applications without switching
contexts or opening separate interfaces.

Adding a Bot Provider

Bot providers connect Casibase to enterprise messaging platforms. Follow these
steps to configure one:

Click the Providers button on the page.


http://localhost:3000/zh/

e
vCaSIbaSe {2 Home  Q Chats& Messages 8 AlSetting ~ © Cloud Resources [ Multimedia  [2 Logging & Auditing @
Stores
Application Users Chats Tokens Price User Al
Casibase 37,812 37,917 33,864,556 $94.98 Hour | Day ek
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Click the Add button to add a new provider.

& casibase @ Home

Provider: Add Storage Provider

Name

provider _tts alibabacloud_cosyvoice

provider_blockchain_chainmaker

provider_model alibabacloud_deepseek r1

provider_cloud_alibabacloud

dall-e-3

provider_model_azure gpt4_1

provider model azure_gptd 2

provider_model_azure_gpt4_3

provider_embedding_openai_v3

provider_model_openai_gpt4 vision

Q Chats & Messages

8 Al Setting

Display name
Provider TTS AlibabaCloud

Cosyvoice
Provider Blockchain ChainMaker

Provider Model AlibabaCloud
DeekSeek-R1

Provider Cloud AlibabaCloud

dall-e-3

Provider Model Azure GPT-4

Provider Model Azure GPT-4

Provider Model Azure GPT-4

Provider Embedding OpenAl V3

Provider Model OpenAl GPT4
Vision

& Cloud Resources

Category

Text-to-
Speech

Blockchain

Model

Public Cloud

Model

Model

Model

Model

Embedding

Model

Type
Alibaba Cloud

Tencent ChainMaker
(Demo Network)

Alibaba Cloud

Aliyun

OpenAl

Azure

Azure

Azure

OpenAl

OpenAl

[ Multimedia

[3 Logging & Auditing [ii5)
Sub type APl key Secret key
cosyvoice-v1 e

text-davinci-003 AKIDObZHjvqUrnNItkKdfQuAWCS1JKAXIdG  ***
deepseek-r1
text-davinci-003 LTAI5tHkUsopAioN6sxi2LMg o

dall-e-3 b

gpt-4o deployment-gpt-40 s
gpt-do deployment-gpt-4o
gpt-do deployment-gpt-40 ok
text-embedding-ada-002 .

gpt-4-vision-preview

QOrgAdmin Q

Month

OrgAdmm

Region

ap-beijing

cn-beijing

Select "Bot" as the category and fill in the provider details, then click Save &

Exit.



WeCom Bot Provider

The WeCom Bot Provider integrates Casibase with WeCom (WeChat Work),
enabling Al-powered responses within WeCom conversations.

Configuration

To configure a WeCom Bot Provider, you need three credentials from the WeCom

Admin Console:

Bot ID: The unique identifier for your WeCom bot (also called aibotid). Found
in the bot application details page.
Token: The verification token you set when configuring the bot's callback

settings in WeCom.

AES Key: The encoding AES key (EncodingAESKey) you set for message
encryption/decryption in the callback configuration.

How It Works

The WeCom Bot Provider processes messages through the following flow:

—

a & 0D

WeCom sends encrypted messages to the callback URL

Casibase decrypts the message using the configured AES key and token
The text content is processed by the default store's Al model

Casibase generates a response and encrypts it

The encrypted response is sent back to WeCom

The provider supports streaming responses, which provide better user experience

by showing incremental progress as the Al generates the answer.



Callback URL

After creating the provider, configure the callback URL in WeCom's bot settings:

https://your-casibase-domain/api/wecom-bot/callback/{botId}

Replace {botId} with your actual Bot ID. WeCom will verify this URL before
activating the bot.

Q %
Casibase currently supports the following Bot provider:

e WeCom (WeChat Work)
o WeCom Bot



https://work.weixin.qq.com/

A > M > Model Providers

Model Providers

Introduction

Model Providers enable Al capabilities in Casibase by integrating various large
language models (LLMs) and Al services. These providers allow you to chat with
Al, analyze documents, generate embeddings, and perform other intelligent tasks.

Casibase supports a wide range of model providers, from major cloud services like
OpenAl and Azure OpenAl to local and custom model deployments. This flexibility
lets you choose the right model for your use case, whether you prioritize
performance, cost, privacy, or specific capabilities.

Refer to the Core Concepts section for more information about providers in

general.

Add a New Model Provider

Model providers are used to integrate LLM capabilities into Casibase. You can add

them by following these steps:

Click the Providers button on the page.


http://localhost:3000/zh/

e
L casibase @ Home O Chats&Messages 8 AlSeting ~© CloudResources [ Multimedia  [3 Logging & Auditing @
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Application Users Chats Tokens Price User Al
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Add a Model Provider

Click the Add button to add a new model provider.

vcas‘fbase { Home O Chats & Messages 83 Al Setting

Providers Add Storage Provider

Name Display name
Provider TTS AlibabaCloud

provider tts alibabacloud_cosyvoice
Cosyvoice

provider_blockchain_chainmaker Provider Blockchain ChainMaker
Provider Model AlibabaCloud

id del_alibabacloud_d k_r1
provider model alibabacloud deepseek 1\ oo

provider_cloud_alibabacloud Provider Cloud AlibabaCloud

dall-e-3 dall-e-3

provider_model_azure gpt4_1 Provider Model Azure GPT-4

provider_ model_azure_gpt4_2 Provider Model Azure GPT-4

provider_model_azure gpt4 3 Provider Model Azure GPT-4

provider_embedding_openai_v3 Provider Embedding OpenAl V3

Provider Model OpenAl GPT4

provider model_openai_gpt4_vision >
Vision

Fill in Model Provider Details

& Cloud Resources

Category

Text-to-
Speech

Blockchain

Model

Public Cloud

Model

Model

Model

Model

Embedding

Model

Type
Alibaba Cloud

Tencent ChainMaker
(Demo Network)

Alibaba Cloud

Aliyun

OpenAl

Azure

Azure

Azure

OpenAl

OpenAl

O Multimedia

[3 Logging & Auditing )
Sub type APl key Secret key
cosyvoice-v1

text-davinci-003 AKIDObZHjvqUrxnNItkKdfQUAWCS 1JKAXIdG  ***
deepseek-r1
text-davinci-003 LTAI5tHkUsopAioN6sxi2LMg o

dall-e-3 i

gpt-4o deployment-gpt-4o o
gpt-do deployment-gpt-40 ok
gpt-4o deployment-gpt-4o ok
text-embedding-ada-002 ok

gpt-4-vision-preview

QOrgAdmin Q

Month

&

Region

ap-beijing

cn-beijing

Fill in the required configuration, setting the Category to "Model" and selecting the

appropriate Type. Then click the Save & Exit button to save.



More information about specific model provider types can be found below:

Local Model Provider

Configure local and custom model providers with OpenAl-compatible APIs

Supported Providers

Provider

OpenAl

Azure
OpenAl

Alibaba
Cloud

DeepSeek

Claude

Moonshot
(Kimi)

Hugging

Description

GPT-3.5, GPT-4, 01 series with web search and step-by-step
reasoning displays

OpenAl models through Azure infrastructure with official SDK
integration

Qwen models and DeepSeek (v3, v3.1, v3.2, R1) with web
search support

DeepSeek V3.2 with chat and reasoner models featuring
updated pricing

Anthropic's Claude models including Opus 4.5, Sonnet 4, and
Haiku variants

Moonshot v1 (8k/32k/128k) and Kimi K2 models with thinking
capabilities and auto-tier pricing

Open-source models hosted on Hugging Face



Provider

Face

OpenRouter

Ollama

Local

Description

Unified access to multiple Al models through one API

Run models like Llama, Mistral, and Phi locally without API keys

Self-hosted models or custom providers with OpenAl-
compatible APIs

After adding a model provider, you can use it for chatting, document analysis,

question answering, and other Al-powered features in Casibase.



A > 2% > Model Providers > Local Model Provider

Local Model Provider

The Local model provider in Casibase enables you to connect to self-hosted/local
models or any custom model provider that implements an OpenAl Chat
Completion-style interface. This gives you maximum flexibility to use models not
directly supported by Casibase while maintaining full control over your
infrastructure and data.

When to Use Local Provider

The Local provider is recommended in the following scenarios:
Custom Provider Integration:

Use the Local provider when you need to connect to a model provider that is not
listed in the Casibase provider dropdown, but exposes an OpenAl-compatible
Chat Completion API.

Many modern LLM services implement this standard interface for compatibility,
making them easy to integrate via the Local provider.

Self-hosted or Local Models:

The Local provider is also suitable when running your own models in local or
private environments. This includes popular frameworks such as vLLM, LocalAl,
LM Studio, llama.cpp, or any custom deployment that supports the OpenAl Chat
Completion format.

By using the Local provider, all data remains within your own infrastructure,


http://localhost:3000/zh/

making it ideal for sensitive workloads, regulatory compliance, and development
or testing environments.

Configuration

The following image shows the provider edit page when configured as a local

type:

Category @

Type @

Subtype @

Compatible provider @)

Input price / 1k tokens @

Model

/ Local

custom-model

deepseek-v3.2

0

Output price / Tk tokens @: | 0

Currency @ usD

APl key @

Provider test @

Provider key @)

Provider URL () & httpsy/aistudio google.com/apikey

Required Fields
When adding a Local model provider, configure these essential fields:

Category: Set to Model to indicate this is a model provider rather than embedding

or other service types.

Type: Select Local from the dropdown.



Subtype: This field is automatically set to custom-model and cannot be changed.
It identifies the provider as a custom implementation.

Compatible provider: Enter the model name you want to use. You can either select
from the dropdown suggestions or type any model name directly.

Provider URL: The HTTP(S) endpoint where your model service is running. This is
the base URL that Casibase will use to make requests. For example:

http://localhost:8000/v1 for a local OpenAl-compatible server

http://192.168.1.100:8000/v1 for vLLM

https://my-model-service.company.com/api/v1l for a custom deployment

https://cloud.infini-ai.com/maas/v1

The endpoint should implement the /chat/completions path that accepts
OpenAl format requests.

API key: If your model service requires authentication, provide the API key or
token here. Leave empty if your service doesn't require authentication (common
for local deployments). The key is sent in the Authorization header as Bearer

<key>.

Pricing Configuration
These fields help track usage costs when using paid services or for internal billing:

Input price / 1k tokens: Cost per 1,000 input tokens. Enter the numeric value (e.qg.,
0.001 for $0.001 per 1k tokens). Set to 0 for free models.

Output price / 1k tokens: Cost per 1,000 output tokens.

Currency: The currency for pricing. This is used for cost tracking and reporting.



Configuration Example

OpenAl-compatible service:

o Compatible provider: Any model you prefer
e Provider URL: Service endpoint URL
e API key: Your service APl key

e Input/Output price: According to the service pricing

Using the Provider

After saving your Local model provider, you can use it just like any other provider
in Casibase. Select it when creating chats, configuring stores for RAG, or any
other feature that requires a model provider.

When the provider is in use, Casibase sends requests to your configured Provider
URL using the OpenAl Chat Completion format. Your service should respond with
compatible JSON responses.

Troubleshooting

Connection refused: Verify the Provider URL is correct and the service is running.
Check firewalls and network connectivity.

Authentication errors: Ensure the API key is correct if your service requires
authentication. Some services use different authentication methods - verify your
service supports Bearer token authentication.

Unexpected responses: Confirm your service implements the OpenAl Chat



Completion API format correctly. Check the service logs for details about request/
response formats.

Model Not Found: If the service returns a “Model Not Found” error, verify that the
Compatible provider field in Casibase is configured correctly and that the model
has been loaded and is available in the deployment environment.



A > fEftE >  Scan Providers

Scan Providers

Introduction

Scan Providers enable automated network discovery, security auditing, and
system assessment in Casibase. These providers integrate specialized scanning
tools to analyze infrastructure assets and identify security issues.

By configuring scan providers, you can perform network reconnaissance, detect
open ports and running services, assess patch status, and identify missing
security updates across your infrastructure. The results are captured in both raw
and structured formats for detailed analysis.

Refer to the Core Concepts section of our previous documentation for more
information about providers.

Add a New Scan Provider

Scan providers are used to integrate network and security scanning capabilities
into Casibase. You can add them by following these steps:

Click the Providers button on the page.
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Add a Scan Provider
Click the Add button to add a new scan provider.
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Fill in Scan Provider Details

QOrgAdmin Q

Month

&

Region

ap-beijing

cn-beijing

Fill in the required configuration, setting the Category to "Scan" and selecting the

appropriate Type. Then click the Save & Exit button to save.



More information about each scan provider type can be found below:

Nmap Scan Provider

Network discovery and security auditing with Nmap

OS Patch Scan Provider

System patch assessment and security update detection

Nuclei Scan Provider

Vulnerability scanning with Nuclei

ZAP Scan Provider

Web application security testing with OWASP ZAP

Subfinder Scan Provider

Subdomain discovery with Subfinder



httpx Scan Provider

HTTP service probing with httpx

Q %

Casibase supports multiple scan provider types:

+ Nmap: Network discovery and security auditing through port scanning,
service detection, and OS fingerprinting

o OS Patch: System security assessment by checking for missing
patches and available updates

* Nuclei: Template-based vulnerability scanning for detecting security
issues and misconfigurations

o ZAP: Web application security testing using OWASP Zed Attack Proxy
» Subfinder: Passive subdomain discovery for attack surface mapping

e httpx: HTTP service probing for web server enumeration and
technology detection

Now you can use scan providers to assess your infrastructure security and
maintain visibility into your network assets.

After adding a scan provider, you can create scans to execute network discovery
or security assessments against your infrastructure assets, with results stored for
historical analysis.



A > {HtR > ScanProviders > Nmap Scan Provider

Nmap Scan Provider

The Nmap Scan Provider integrates Network Mapper into Casibase for network
discovery and security auditing. It scans target systems to identify open ports,
running services, and operating system details.

Configuration

Create an Nmap Scan Provider by navigating to Providers and adding a new
provider with Category set to "Scan" and Type set to "Nmap". Configure the
display name and owner as needed. The provider operates locally within Casibase
and requires no external credentials or API keys.

Network Scanning

Nmap performs comprehensive network analysis by probing target systems. Port
discovery identifies which ports are open, closed, or filtered. Service detection
determines what software is running on each port and attempts to identify version
numbers. OS fingerprinting analyzes network responses to determine the target's
operating system and version.

Using the Provider

From the Scans page, create a new scan and select the Nmap provider. Choose
your target by selecting an asset from your inventory or entering an IP address
manually for ad-hoc scanning.
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Command Templates

The provider edit page includes command templates for common scan types.
Select a template from the dropdown to quickly configure your scan:

e Ping Scan: Quick host discovery without port scanning

e Quick Scan: Fast scan of common ports with service detection

e Intense Scan: Comprehensive scan with OS detection and script scanning
e Port Scan: Scan specific port ranges

o OS Detection: Identify target operating system

» Version Detection: Detect service versions on open ports

e Stealth Scan: Lower visibility SYN scan

e UDP Scan: Scan UDP ports instead of TCP

Custom Commands

You can customize the Nmap command to meet specific requirements. The
command field supports the %s placeholder for the target IP address. For
example, -sV -p 1-1000 %s scans ports 1-1000 with version detection. The
command input validates input to prevent command injection by rejecting shell
metacharacters such as ;, &, |, $, and backticks.

The test widget allows you to verify functionality before running scans. Enter a
target, optionally modify the command, click "Scan", and view results immediately.

Scan Results

Nmap returns results as structured JSON containing host information and
discovered services. A typical response includes the target IP, host state, and an



array of port details:

{
"hosts": [
{
"ip": "192.168.1.1",
"state": "up",
"ports": [
{
"port": 22,
"state": "open",
"service": "ssh",
"version": "OpenSSH 8.2"
}
]
}
1
}

The web interface renders this data in organized tables showing port numbers,
states, service names, and detected versions. This structured presentation makes
it easy to quickly assess what services are exposed on your network.

Network Considerations

Ensure Casibase has network connectivity to your target systems. Firewalls may
need configuration to permit scanning traffic from the Casibase server. Network
scanning can trigger intrusion detection systems, so coordinate with your security
team before running scans against production infrastructure.

Schedule scans during maintenance windows when possible to minimize any
impact on running systems. While Nmap is designed to be non-intrusive, scanning
can still generate significant network traffic depending on the scope and scan
type configured.
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OS Patch Scan Provider

The OS Patch Scan Provider assesses system security by checking for missing
patches and available updates. It analyzes installed software versions and
compares them against known security vulnerabilities to identify systems
requiring updates.

Configuration

Create an OS Patch Scan Provider by navigating to Providers and adding a new
provider with Category set to "Scan" and Type set to "OS Patch". Configure the
display name and owner. Like other scan providers, it requires no external
credentials or API keys.

Patch Assessment

The provider evaluates system patch status by connecting to target systems and
querying package managers for update information. It identifies the current patch
level, finds missing security updates, and compares installed software versions
against available updates. The assessment generates prioritized
recommendations for patches that should be installed.

The scan results include three views: All Patches (default), showing both available
and installed patches in one unified view, Available Patches for updates ready to
install, and Installed Patches for currently applied updates. The All Patches view
displays available patches first, making it easy to identify pending updates at a
glance.
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Running Scans

Execute OS Patch scans against Linux-based virtual machines and servers. Target
systems must be accessible from Casibase and have package management tools
properly configured.

From the Scans page, create a new scan and select the OS Patch provider.
Choose your target asset from the inventory or enter system details manually. The
provider edit page also includes a test widget for verifying connectivity and
functionality before running production scans.

Remote Scanning

For distributed deployments, Casibase supports remote patch scanning across
multiple machines. Deploy Casibase instances on each asset machine with a
shared database. When a scan is created for a specific asset (matched by
hostname to asset.displayName), the Casibase instance on that machine
automatically detects and executes the scan. Results are saved to the shared
database, allowing all instances to view scan progress and results in real-time.

Installing Patches

The scan interface includes patch installation capabilities directly from the scan
results. Click the install button next to any available patch to initiate installation on
the target system. The interface displays installation progress and status,
updating in real-time as the patch is applied. Installation requires appropriate
permissions on the target system.



Scan Results

Results provide patch assessment data formatted for review. The structured
output includes available security updates, identifies package version
discrepancies, and provides update priority recommendations. Installation impact
analysis helps you understand what changes each update will make to the
system.

This information appears in both structured format for quick scanning and raw
output for detailed analysis. The web interface organizes the data to highlight
critical security patches that require immediate attention versus routine updates.

System Requirements

Target systems should have network connectivity allowing Casibase to reach
them. Package manager tools must be installed and functional on the target. The
scan queries the package database to retrieve information about installed
software and available updates.

Regular scanning helps maintain visibility into your security posture across
infrastructure. Compare results over time to track how patch levels change and
ensure critical updates are applied promptly. The historical record preserved in
Casibase makes it easy to demonstrate compliance with patch management
policies.



A > 2R > ScanProviders > Nuclei Scan Provider

Nucleil Scan Provider

The Nuclei Scan Provider integrates the Nuclei vulnerability scanner into Casibase
for automated security testing. Nuclei uses template-based scanning to detect
vulnerabilities, misconfigurations, and exposed services across web applications
and infrastructure.

Configuration

Create a Nuclei Scan Provider by navigating to Providers and adding a new
provider with Category set to "Scan" and Type set to “"Nuclei". The provider
operates locally and requires the Nuclei binary to be installed on the Casibase
server.

Vulnerability Scanning

Nuclei executes template-based vulnerability checks against target systems.
Templates define specific vulnerability signatures, allowing for accurate detection
of security issues ranging from common misconfigurations to critical CVEs. The
scanner can test web applications, APIs, and network services using its extensive
template library.

Using the Provider

From the Scans page, create a new scan and select the Nuclei provider. Enter your
target URL or IP address for scanning.
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Command Templates

The provider includes command templates for common scanning scenarios:

Quick Scan: Fast scan with high-severity templates only

CVE Scan: Focus on known CVE vulnerabilities

Web Scan: Target web applications with HTTP templates

All Templates: Comprehensive scan using all available templates

Custom Commands

Customize the Nuclei command to match your requirements. The command field
supports the %s placeholder for the target. For example, -u %s -severity
critical, high scans only for critical and high-severity issues. Input validation
prevents command injection by blocking dangerous characters.

Use the test widget to verify scanning before running production scans. Enter a
target, adjust the command if needed, and review the results.

Scan Results

Nuclei returns structured JSON output containing vulnerability findings. Each
result includes:

{
"template-id": "cve-2021-12345",
"info": {
"name": "Vulnerability Name",
"severity": "high",

"description": "Detailed description"



The web interface displays findings in organized tables showing template IDs,
severity levels, matched locations, and vulnerability details. Color coding by
severity helps prioritize remediation efforts.

Security Considerations

Run Nuclei scans only against systems you have authorization to test.
Vulnerability scanning can trigger security alerts and may impact system
performance. Coordinate with your security team before scanning production
systems.

Keep Nuclei templates updated regularly to detect the latest vulnerabilities. The
scanner's effectiveness depends on having current vulnerability signatures in its
template database.
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/AP Scan Provider

The ZAP Scan Provider integrates OWASP Zed Attack Proxy into Casibase for
automated web application security testing. ZAP actively tests web applications to
identify security vulnerabilities including injection flaws, broken authentication,
and cross-site scripting.

Configuration

Create a ZAP Scan Provider by navigating to Providers and adding a new provider
with Category set to "Scan" and Type set to "ZAP". The provider requires the ZAP
daemon to be installed and running on the Casibase server.

Web Application Security Testing

ZAP performs active security testing by sending crafted requests to web
applications and analyzing responses for vulnerability indicators. The scanner
tests for OWASP Top 10 vulnerabilities and other common security issues. It can
spider web applications to discover pages, then systematically test each endpoint
for security flaws.

Using the Provider

From the Scans page, create a new scan and select the ZAP provider. Enter the
target web application URL for testing.
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Command Templates

The provider includes templates for different scanning modes:

Quick Scan: Fast baseline scan with minimal configuration

Baseline Scan: Standard security baseline assessment

Full Scan: Comprehensive active scanning

AJAX Spider: Advanced crawling for JavaScript-heavy applications

Custom Commands

Customize ZAP commands to target specific testing scenarios. The command field
accepts the %s placeholder for the target URL. For example, -quickurl %s -j
runs a quick scan with JSON output. Security validation prevents command
injection attacks.

Test your configuration using the test widget before running production scans.
Enter a target URL, modify the command as needed, and review results
immediately.

Scan Results

ZAP returns detailed JSON output containing identified vulnerabilities:

{
"site": "https://example.com",
"alerts": [
{

"pluginid": "10021",
"alert": "X-Content-Type-Options Header Missing",



The web interface organizes findings by risk level (High, Medium, Low,
Informational) with color-coded indicators. Each alert includes the affected URL,
vulnerability description, solution recommendations, and CWE/WASC references
for further research.

Security Considerations

Active security testing can modify application data and trigger security controls.
Always obtain proper authorization before scanning web applications. Run scans
against test environments when possible, and coordinate with application owners
for production testing.

ZAP generates significant HTTP traffic during scans. Schedule testing during
maintenance windows to avoid impacting users. Configure scan policies
appropriately to balance thoroughness with testing time and resource
consumption.
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Subfinder Scan Provider

The Subfinder Scan Provider integrates subdomain discovery capabilities into
Casibase through the Subfinder tool. Subfinder passively discovers subdomains
using certificate transparency logs, search engines, and other public sources to
map an organization's attack surface.

Configuration

Create a Subfinder Scan Provider by navigating to Providers and adding a new
provider with Category set to "Scan" and Type set to "Subfinder". The provider
operates locally and requires the Subfinder binary on the Casibase server.

Subdomain Discovery

Subfinder performs passive subdomain enumeration by querying various data
sources without directly probing target infrastructure. This approach discovers
subdomains quietly through certificate transparency logs, DNS databases, and
search engine results. The tool aggregates results from multiple sources to
provide comprehensive subdomain mapping.

Using the Provider

From the Scans page, create a new scan and select the Subfinder provider. Enter
the target domain name for subdomain discovery.
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Command Templates
The provider includes templates for different discovery modes:

e Basic Scan: Standard subdomain discovery

 Silent Mode: Minimal output for scripting

e Recursive Scan: Discover subdomains of found subdomains
o All Sources: Query all available data sources

o Passive Only: Strictly passive discovery

Custom Commands

Customize Subfinder commands for specific requirements. The command field
supports the %s placeholder for the domain. For example, -d %s -all -json
queries all sources with JSON output. Input validation prevents command injection
by blocking shell metacharacters.

Use the test widget to verify discovery before running production scans. Enter a
domain name, adjust the command if needed, and review discovered subdomains.

Scan Results

Subfinder returns JSON output containing discovered subdomains:

{

"host": "mail.example.com",
"source": "crtsh"

The web interface displays results in sortable tables showing each discovered



subdomain and its data source. Color-coded source tags help identify which
services provided each finding. Summary statistics show total subdomains
discovered and source breakdown.

Reconnaissance Considerations

Subdomain discovery is typically legal since it uses only publicly available
information. However, check local regulations and organizational policies before
conducting reconnaissance. Discovered subdomains may reveal infrastructure
details useful for security assessments or unauthorized access attempts.

Use discovery results responsibly. Subdomain mapping helps organizations
understand their external attack surface, but the same information could assist
malicious actors. Protect subdomain lists appropriately and use findings to
improve security posture.
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httpx Scan Provider

The httpx Scan Provider integrates HTTP service probing capabilities into
Casibase through the httpx tool. httpx efficiently probes HTTP and HTTPS
services to gather detailed information about web servers, technologies, and
configurations.

Configuration

Create an httpx Scan Provider by navigating to Providers and adding a new
provider with Category set to "Scan" and Type set to "httpx". The provider
operates locally and requires the httpx binary on the Casibase server.

HTTP Service Probing

httpx probes HTTP and HTTPS services to extract detailed service information.
The tool detects web servers, identifies technologies through fingerprinting,
extracts titles and response headers, and determines TLS certificate details. It
efficiently handles large-scale probing while respecting rate limits and connection
constraints.

Using the Provider

From the Scans page, create a new scan and select the httpx provider. Enter
target URLs or hosts for HTTP probing.
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Command Templates

The provider includes templates for common probing scenarios:

e Basic Probe: Standard HTTP/HTTPS detection

e Full Scan: Comprehensive information gathering
» Technology Detection: Identify web technologies
o Title Extraction: Extract page titles

o Status Only: Quick service availability check

Custom Commands

Customize httpx commands for specific requirements. The command field
supports the %s placeholder for targets. For example, -u %s -tech-detect
-json enables technology detection with JSON output. Input validation prevents
command injection attacks.

Use the test widget to verify probing before running production scans. Enter
target URLs or hosts, adjust the command if needed, and review service
information.

Scan Results

httpx returns structured JSON output containing service details:

{

"url": "https://example.com",
"status-code": 200,
"content-length": 1234,



The web interface displays results in organized tables showing URLs, status
codes, response sizes, page titles, web servers, and detected technologies.
Response time metrics help identify performance characteristics. TLS information
displays certificate details for HTTPS services.

Network Considerations

Ensure Casibase has network connectivity to target services. Firewalls may need
configuration to permit HTTP/HTTPS probing from the Casibase server. Rate
limiting prevents overwhelming target services, but scanning can still generate
significant traffic depending on scope.

HTTP probing is generally non-intrusive but may trigger monitoring alerts.
Coordinate with service owners before scanning production infrastructure.
Schedule scans appropriately to minimize any impact on service performance.
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BlockChain Providers

Introduction

Blockchain technology provides an immutable and transparent ledger for data integrity verification. In Casibase, blockchain providers serve as a
crucial security layer by uploading data to blockchain networks, ensuring that your knowledge base data cannot be tampered with or altered

maliciously.

By leveraging blockchain's decentralized and cryptographic properties, Casibase can guarantee data authenticity and provide audit trails for all
data modifications. This is particularly important for organizations that need to maintain data integrity compliance or require verifiable proof of

data authenticity.
Refer to the Core Concepts section of our previous documentation for more information about providers.

In Casibase, you can add a blockchain provider by following these steps:

Add a New Blockchain Provider

Blockchain providers are used to integrate blockchain data integrity features into Casibase. You can add them by following these steps:

Click the Providers button on the page.
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Add a Blockchain Provider

Click the Add button to add a blockchain provider.


http://localhost:3000/zh/

wcasibase @ Home O Chats&Messages B3 AlSetting & CloudResources  [F Multimedia  [3 Logging & Audiing -~ & OrgAdmm

Providers Add Storage Provider

Name Display name Category Type Sub type API key Secret key Region
Provider TTS AlibabaCloud Text-to-

provider _tts_alibabacloud_cosyvoice rov e.r foabatiou o Alibaba Cloud cosyvoice-v1 el
Cosyvoice Speech

Te t ChainMaks
provider_blockchain_chainmaker Provider Blockchain ChainMaker  Blockchain (;ncenN t::n k)a e text-davinci-003 AKIDObZHjvqUrxnNItkKdfQvAWCS 1JK4XidG = ap-beijing
emo Networl

Provider Model AlibabaCloud

provider_model_alibabacloud_deepseek r1 Model Alibaba Cloud deepseek-r1 b
DeekSeek-R1
provider_cloud_alibabacloud Provider Cloud AlibabaCloud Public Cloud ~ Aliyun text-davinci-003 LTAI5tHkUsopAioN6sxi2LMg ik cn-beijing
dall-e-3 dall-e-3 Model OpenAl dall-e-3 ok
provider_model_azure_gpt4_1 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-4o x
provider_model_azure_gptd 2 Provider Model Azure GPT-4 Model Azure gpt-do deployment-gpt-d4o x
provider model_azure_gpt4 3 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-4o x
provider_embedding_openai_v3 Provider Embedding OpenAl V3 Embedding OpenAl text-embedding-ada-002 o

Provider Model OpenAl GPT4

provider_model_openai_gpt4_vision >
Vision

Model OpenAl gpt-4-vision-preview

Fill in Blockchain Provider Details

Fill in the required configuration according to the blockchain you use, then click the save & Exit button to save.

More information about the configuration can be found below:
Chainmaker Configuration

ChainMaker is a high-performance, enterprise-grade blockchain platform developed under the leadership of China. It is designed to provide secure, controllable, and sc...

Ethereum Configuration

Ethereum is a decentralized blockchain platform that enables smart contracts and decentralized applications (dApps). It is one of the most popular blockchain platforms...

Edit Provider Save ‘ Save & Exit '

Name @ : eth_win_test
Display name @ : eth_win
Category ®: Blockchain
Type ®: 4 Ethereum
Private key @ B

Contract Address & DA4600b1B04bAFD07194476C35825175830F0f9EC

Invoke method (@ : save
Browser URL @ : @ http://127.0.0.1:5051/txpage?blocknumber={bh}
Provider URL @ : & http:[[192.168.31.234:8545

Is default @ : ([ @)

State @ : Active
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Casibase supports various blockchain networks for data integrity verification, including:

« ChainMaker
o ChainMaker

o Tencent Chainmaker
o Ethereum
o Private networks (compatible with Ethereum JSON-RPC)
= Geth
= Ganache

= Other Ethereum JSON-RPC compatible chains

Now, you can use the blockchain provider to ensure data integrity and prevent tampering.

After adding a blockchain provider, you can use it in Casibase to create immutable data records. The data records will be committed to the
blockchain, providing proof of authenticity and preventing any unauthorized tampering.


https://chainmaker.org.cn/
https://chainmaker.org.cn/
https://cloud.tencent.com/product/tbaas
https://ethereum.org/
https://geth.ethereum.org/docs/getting-started
https://archive.trufflesuite.com/ganache/
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Chainmaker Configuration

ChainMaker is a high-performance, enterprise-grade blockchain platform
developed under the leadership of China. It is designed to provide secure,
controllable, and scalable blockchain infrastructure for industries such as finance,
government, and supply chain. ChainMaker supports multiple consensus
mechanisms, smart contracts, privacy protection, and other features, meeting the
needs of large-scale commercial applications. Its open-source, modular
architecture allows developers to flexibly customize and extend functionalities
according to actual business scenarios.

In this chapter, you will learn how to configure and use ChainMaker, including
setting up storage providers and other operations, to help you quickly get started
and apply the features of the ChainMaker platform.

1. Configuration field description

When configuring a ChainMaker provider in Casibase, you need to fill in several
key fields. Each field has a specific meaning and is required for the correct
integration with the ChainMaker blockchain. The following list explains the
purpose of each field:

e Name: The unique identifier for this blockchain provider.

e Display name: The display name shown in the Ul for this provider.
e Category: The type of service, here it should be Blockchain.

e Type: The blockchain type, here it should be ChainMaker .

e orgId: The organization ID in the ChainMaker network.
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e ChainId: The chain ID of the ChainMaker blockchain.

e AuthType: The account mode. Currently, only permissionedwithcert is
supported.

e User key: The user's private key for authentication in the ChainMaker server.

e User cert: The user's certificate for authentication in the ChainMaker server.

e Sign key: The user's private key for signing transactions in the ChainMaker
server.

e Sign cert: The user's certificate for signing transactions in the ChainMaker
server.

e Node address: The address of the ChainMaker node to connect to.

e Contract name: The name of the smart contract to interact with.

e Invoke method: The method name to invoke on the contract.

e Browser URL: The URL for viewing the blockchain in a browser.

e Chainmaker endpoint: The APl endpoint for the ChainMaker service. See:

https://github.com/casibase/chainmaker-server

Please make sure to fill in each field accurately according to your ChainMaker
deployment information. This will ensure that Casibase can successfully connect
and interact with your ChainMaker blockchain.

Next, we will use "Deploying ChainMaker via the Management Console" as an
example for our introduction. If you have not yet deployed ChainMaker, please
follow the ChainMaker documentation for deployment.


https://github.com/casibase/chainmaker-server
https://docs.chainmaker.org.cn/v3.0.0/html/quickstart/%E9%80%9A%E8%BF%87%E7%AE%A1%E7%90%86%E5%8F%B0%E4%BD%93%E9%AA%8C%E9%93%BE.html

2. Configure ChainMaker

2.1 chainld, orgld and authType configuration

Obtaining Blockchain Information from the Web Panel

To retrieve blockchain information such as chainId, orgId, and authType, login
to the ChainMaker Management Console (Web panel). Navigate to the relevant
blockchain management section, where these configuration details are displayed.
Copy the required values and use them when configuring the ChainMaker provider

in Casibase.
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2.3 key, certificate, and nodeAddr configuration
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Click the "download the chain configuration" button and extract the archive:

2.3.1 node addr

You can find the node_addr configuration in ~\CasibaseChainMaker\sdk_configs\
sdk_config.yml.

Alternatively, you can check nodeAddr elsewhere, but note that the displayed port
is the p2p port. The one we use should be the rpc port, which is the p2p port +
1000 by default.



node information

Blockchain

overview Q
Contract Ledger synchronization type

management Node name Affiliation Node type NodelD ® Node address @ ® - operate

On-chain nodeAddr

management cmtestnode1 cmtestorgl Consensus nodes QmdeqSNhATKgQE7q3Th 39.107.236.48:11301 FULL View

but port is error
Vote management 10 v Article/page 1 /1 page

Organizational The-correct-pprt-is-the-current value plus-1000; e 12301
Information

Node information

Blockchain
Explorer

2.3.2 user certificate and key

You can find the corresponding user certificate and key in ~\CasibaseChainMaker\
sdk_configs\crypto-config\TestCMorg1\user\cmtestuser. Fill in the provider fields
accordingly.

a cmtestuserl.sign.crt 2025/6/12 23:49 LR 1K
| emtestuser.sign.key 2025/6/12 23:49 KEY 3214 1K
a cmtestuser.tls.crt 2025/6/12 23:49 LTI 1K
[ emtestuserT.tls.key 2025/6/12 23:49 KEY 3244 1K

2.4 Browser URL and ChainMaker endpoint

The Browser URL refers to the URL of the ChainMaker management console,
which allows for quick access from Casibase in the future:

https://manage.casvisor.com/chains/CasibaseChainMaker/nodes?chainMode=permissionedWithCert Browser URL
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Records

Organization D Name Client IP Created time Sessions Action Block Action
Records (1)
casbin 9457 36fd22¢8-1771-4083-9bc5-Tecd0Ted3ad40 124.64.124.134 2025-06-13 00:39: signin / View
casbin 9456 fObc2228-¢10a-420e-90b9-535318658a% 1 02506~ 36 provider blockchalr update-provider Commit View
you have already committed,
then the block will appear here,
click on it to jump to the admin consgig
casbin 9455 438f014d-bB08-40f6-bf52-62283d70d6f5 1 025.06-12.0030.03 u v} id, View
cashin 9454 18f40ece-d988-461b-9f4a-5d9chB80ff192 1 2025-06-13 00:27:52  provider_blockchair update-provider View

The ChainMaker endpoint refers to the IP and port of the ChainMaker server that
Casibase needs to connect to, for example: 127.0.0.1:13900
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Ethereum Configuration

Ethereum is a decentralized blockchain platform that enables smart contracts and
decentralized applications (dApps). It is one of the most popular blockchain
platforms, supporting a wide range of applications from DeFi to NFTs. Ethereum
uses a proof-of-stake consensus mechanism and provides a robust ecosystem for
developers to build and deploy smart contracts.

OX5:!

In this chapter, you will learn how to configure and use Ethereum, including
setting up blockchain providers and other operations, to help you quickly
get started and apply the features of the Ethereum platform.

1. Configuration field description

When configuring an Ethereum provider in Casibase, you need to fill in several key
fields. Each field has a specific meaning and is required for the correct integration
with the Ethereum blockchain.

Field Descriptions:

e Name: The unique identifier for this blockchain provider.

e Display name: The display name shown in the Ul for this provider.
e Category: The type of service, here it should be Blockchain.

e Type: The blockchain type, here it should be Ethereum.

e Private key: The private key of the Ethereum account used for signing
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transactions.
e Contract Address: The address of the smart contract to interact with on the
Ethereum blockchain.

e Invoke method: The method name to invoke on the smart contract.

e Browser URL: The URL for viewing the blockchain in a browser, with block
number template support.

o Format: http://127.0.0.1:5051/txpage?blocknumber={bh} where
{bh} will be replaced with the actual block number when visiting the
block.

e Provider URL: The JSON-RPC endpoint URL for connecting to the Ethereum

network (e.g., Geth, Ganache, or other node).

Please make sure to fill in each field accurately according to your Ethereum
deployment information. This will ensure that Casibase can successfully connect
and interact with your Ethereum blockchain.



2. Configure Ethereum

Example
Edit Provider Save
Name @ : eth_win_test
Display name (& : eth_win
Category @ : Blockchain
Type @ : Q Ethereum
Private key (3 : b

Contract Address (@) : D4600b1B04b4FD07194476C35825175B30F0f9EC

Invoke method @ : save

Browser URL (@ : & http://127.0.0.1:5051/txpage?blocknumber={bh}
Provider URL ® : & http://192.168.31.234:8545

Is default @ : ‘)

State @ : Active

2.1 Provider URL Configuration

The Provider URL is the JSON-RPC endpoint that Casibase will use to
communicate with the Ethereum network. This is the first and most important
configuration as it establishes the connection to your Ethereum network.



Example Provider URL

http://127.0.0.1:8545

You can use:

e geth: A popular Ethereum client that provides a JSON-RPC interface.

e ganache: A personal blockchain for Ethereum development that can be used
for testing and development purposes.

e other: Ethereum JSON-RPC compatible chains. Any other Ethereum-
compatible chain that supports the JSON-RPC interface.

Example: Geth Dev Mode

To quickly experiment with Ethereum using Geth, you can start Geth in developer
mode. This mode launches a local Ethereum node with instant mining and pre-
funded accounts, making it ideal for testing and development.

geth --dev --http --http.api eth,web3,net --http.corsdomain
"https://remix.ethereum.org"

This command starts a local Ethereum node with HTTP JSON-RPC enabled and
sets the CORS domain to allow cross-origin requests from
https://remix.ethereum.org. This configuration is suitable for online contract
deployment and interaction using Remix web-based tools. You can use the default
account (private key can be found in the geth console at first launch) and the
endpoint (http://127.0.0.1:8545) as your Provider URL in Casibase for
immediate testing and development.


https://geth.ethereum.org/
https://archive.trufflesuite.com/ganache/

Understanding the Console Output:

When you run Geth in dev mode, the console will display important information as
shown in the image above:

» Private Key: The console shows the private key of the pre-funded account
that you can use for testing. This key is automatically generated and
displayed in the console output.

e HTTP Endpoint: The console confirms that the HTTP JSON-RPC server is

running on http://127.0.0.1:8545. This is the endpoint address you should
use as your Provider URL in Casibase.

e Account Address: The corresponding Ethereum address for the generated
private key is also displayed.

Important: Copy and save these values immediately as they are essential for
configuring your Casibase provider. The private key will be needed for the
Private key field, and the HTTP endpoint will be your Provider URL.



For more details, see the Geth Dev Mode documentation.

2.2 Private key Configuration

The private key is essential for signing transactions on the Ethereum blockchain.

@ i

The private key should be provided without the hexadecimal prefix ox.

Example Private Key

# Example private key in geth dev mode (without 0x prefix)
b71c71a67e1177ad4e901695e1b4b9eel7ael6c6668d313eac2f96dbcda3f291

& ik
This is just an example private key for demonstration purposes. Never use
this key in production or for real funds!

You can obtain your private key from various sources:

« Initially generated by Geth: When you start Geth in dev mode, it generates a
pre-funded account with a private key displayed in the console.

o Ethereum Clients: Generate a new account using Ethereum clients like Geth.

® R

The private key field is automatically masked as a password field.

2.3 Invoke Method and Contract Address


https://geth.ethereum.org/docs/developers/dapp-developer/dev-mode

Configuration

Invoke Method Configuration

The invoke method is the specific function name in the smart contract that you
want to call.

In Casibase, your smart contract should implement specific methods to ensure
compatibility:

e save: This method is used to store data in the contract. It should accept
parameters as a tuple (struct).

struct DataItem {
string key;
string field;
string value;

// Define event, returns key, field, value in order
event DataSaved(string key, string field, string value);

// Save struct data and emit an event for tracking
function save(DataItem memory _data) public {
emit DataSaved(_data.key, _data.field, _data.value);

Method name save can be customized, but it should accept a struct as an

argument.

You can refer to the Example to see how to implement the save method in your
smart contract.



Make sure your contract includes these methods to enable seamless integration
with Casibase.

Contract Address Configuration

c36TED2CE2E1Bb14b33046514498D4892C8ee194

The contract address is the deployed smart contract's address on the Ethereum
blockchain. You can obtain the contract address after deploying a smart contract.

Example for Contract Deployment Reference

To deploy a smart contract on Ethereum, you can refer to the Casibase/contract-
storage-eth. This repository provides sample Solidity contracts and deployment
scripts using Go and Remix.

Getting Started with the Repository:

1. Get Example Code: Clone or download the repository to access sample
Solidity contracts and deployment scripts.

2. Contract Compilation: Pre-compiled contract artifacts (ABI and bytecode) are
available in the releases section of the repository.

3. Setup for Go Script Deployment: If using the Go deployment script, download
the contract artifacts from releases and place them in the build/ folder
within the Go script's working directory.

4. Deployment Options: You can deploy the contract using either:

o Go Script: Use the provided Go deployment script in the repository for
programmatic deployment (requires contract artifacts in build/ folder)

o Remix IDE: Deploy contracts online using Remix with the contract source
code


https://github.com/casibase/contract-storage-eth
https://github.com/casibase/contract-storage-eth
https://github.com/casibase/contract-storage-eth/releases
https://remix.ethereum.org/

After deployment using either method, you can obtain the contract address from
the deployment output.

Use the go script in the reference to deploy the contract

$ go run deploy.go

Starting contract deployment...

Connected to Ethereum node: http://192.168.31.234:8545

Deploying from address: @x71562b71999873DB5b286dF957af199Ec94617F7
Loaded bytecode from: build/SaveContract.bin

Loaded ABI from: build/SaveContract.abi

Gas price: 9 wei

Gas limit: @

Deploying contract...

Transaction sent: Axf377a667d3216231245h3c3dA8447450a1chelah17745T6e95c44d4f7a5a3fd8f
Contract address:|0xc36fED2CE2E1Bb14b330465T4498D4892C8eel94

Waiting for transd€TIionm CONTLTMACiOMN. ..
Contract deployed successfully!

Gas used: 611787

Block number: 198

Running contract test...

Calling save function with: key=test_key_123, field=test_field, value=test_value_456
Save transaction: @xb@60530b6de@1bd@537595b86dd@ebcac9007ebab3f24c096c42857ac6fdb3f2
Save function called successfully!

Retrieved data — Key: test_key 123, Field: test_field, Value: test_value_456

Log data — Key: test_key_ 123, Field: test_field, Value: test_value_456

Or you can use the block explorer to find the contract address.

Transaction Dashboard

TOTAL NO. OF TRANSACTIONS BLOCK NUMBER BLOCK HASH

1 108 Ox68edd0295c82ac Transaction Status
TadcrBseatssishss SUCCESSFUL
6373a115f466¢cb5

Transaction Overview

Transaction Hash 0xf377a667d3216a1a45b3c3d0944745ealcbe8ab17745f6e95c44d4f7aba3fd8f

Transaction Gas 617810

Transaction Gas Price 9

Transaction Nonce 197 1

Transaction To 0xc36fED2CE2E1Bb’\4b330465f4498D4892CSEe194|[CONTRACT CREATION]

Transaction From 0x71562b71999873DB5b286dF957af199EC94617F7

Transaction Value [wei] 0

Transaction Status SUCCESSFUL



2.4 Browser URL Configuration

The Browser URL lets you view specific blockchain blocks and transactions in a

web browser. By using a template with the {bh} placeholder, Casibase can

automatically redirect you to the corresponding block details in your chosen

blockchain explorer.

http://127.0.0.1:5051/txpage?blocknumber={bh}

&casibase @ rome

Records

Organization D

built-in 15
built-in m
built-in 10
built 109
built-in 108
built-in 107

Q Chats & Messages

Name

0af1c434-a708-4238-a55a-52e322b2f3f2

2ea40549-4bfb-41a4-a9cd-511b40041e49

88cfe2le-bde3-4c8b-8b37-8ca5941fed55

cf93e75c-501d-4aa7-a350-
70509a90baed

357977eb-4d44-44d5-8714-13f7alf5a2fe

66b29d6d-2b16-4d6b-9349-
6be11748bea7

B9 AlSetting O Cloud Resources

Client IP

127.0.01

1

O Multimedia

Created time

2025-07-19,
03:08:20

2025-07-14
00:20:36

2025-07-14
00:19:24

2025-07-14.
00:19:21

2025-07-14.
00:19:02

2025-07-14.
00:03:25

Q TEMPLATE FOR BROWSER URL

When you use the {bh} placeholder in the Browser URL template,

[2 Logging & Auditing

& Identity & Access Management & Admin

Method

POST

POST

POST

POST

POST

POST

Request URI Action Block

L N signin 200
code=13331969462

Japijupdate-provide update-provider
If a Browser URL is a
quickly jump to the v

Japifdelete-provider delete-provider

Japifdelete-provider delete-provider 25
Japifupdate-provide update-provider 24
Japi/signin?

signin 23
code=77a6534407¢

Commit View

Casibase will replace it with the actual block number and allow you to jump

directly to the relevant block information in your blockchain explorer.

Example: Ganache CLI Block Explorer

To quickly view Ethereum blocks and transactions, you can use the open-source

blockchain explorer casibase/ganache-cli-block-explorer. This tool provides a

simple web interface for browsing blocks, transactions, and contract events on

your local Ethereum node.


https://github.com/casibase/ganache-cli-block-explorer

e Ganache Block-Explorer @
e

EXPLORER

@ Dashboard

Transaction Dashboard

TOTALNO.OF TRANSACTIONS ... | BLOCKNUMBER BLOCK HASH T i Stat
1 200 0X65594c64b90b58 ransaction status
05e9c876786b8319f
5838179d6d0c314e5
3e3272b588fc83be

Transaction Overview

Transaction Hash 0xdo! 26d 282813afb738f2ec7773d86ae63a6a
Transaction Gas 336909

Transaction Gas Price 9

Transaction Nonce 199

Transaction To 0xD4600b1B04b4FD07194476C35825175B30F0f9EC

Transaction From 0x71562b71999873DB5b286dF957af199EC94617F7

Transaction Value [wei] 0

Transaction Status SUCCESSFUL

Note: This explorer is based on vivekganesan01/ganache-cli-block-explorer
and includes additional features contributed by Casibase.

After installation and startup, you can access block details directly from the above
address as the Browser URL in Casibase.


https://github.com/vivekganesan01/ganache-cli-block-explorer

A > R > Private Cloud Providers

Private Cloud Providers

Introduction

In Casibase, Private Cloud Providers act as a bridge, allowing you to connect to and manage various cloud-native resources, such as Docker and
Kubernetes (K8s), directly from the Casibase interface. Their core objective is to provide a centralized dashboard for monitoring and operating
your containerized services, integrating their management seamlessly into your Casibase workflow.

By configuring a provider, you enable Casibase to communicate with your private cloud or on-premises data center. This provides an ideal
solution for organizations that want a unified interface to manage both their knowledge base and the infrastructure it runs on, enhancing

operational efficiency and control.
Refer to the Core Concepts section of our previous documentation for more information about providers.

In Casibase, you can add a private cloud provider by following these steps:

Add a New Private Cloud Provider

Private cloud providers are used to integrate cloud-native management features into Casibase. You can add them by following these steps:

Click the Providers button on the page.

" ‘\ i
wcasibase © Home O Chats&Messages 8 AlSetting ¢ CloudResources [} Multimedia  [3 Logging & Auditing & OrgAdmin
Stores
Application Users Chats Tokens Price User Al
|
Casibase 37,812 37,917 33,864,556 $94.98 IYB Hour Day  Week = Month
Vectors
-O- Users Chats ¢ -O- Messages Tokens Price €
Users Chats Messages Tokens  Price
40,000 40,000 60,000 35,000,00000
PSS o oant 50,000 30,000,000
oo 80
30,000 o= 30,000
25,000,000
40,000
20,000, 0060
20,000 20,000 30,000
15,000, OOQD
20,000
10,000,000
10,000 10,000
20
10.000 5,000,000
0 0 0 0 0
2025-03-06 2025-03-12 2025-03-18 2025-03-24 2025-03-30 2025-03-06 2025-03-13 2025-03-20 2025-03-27 2025-04-03

Add a Private Cloud Provider

Click the Add button to add a new private cloud provider.
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Provider: Add Storage Provider
Name Display name Category Type Sub type API key Secret key Region
Provider TTS AlibabaCloud Text-to-
provider _tts_alibabacloud_cosyvoice rovider foabatiou o Alibaba Cloud cosyvoice-v1 el
Cosyvoice Speech
. . . . . . Tencent ChainMaker N . =
provider_blockchain_chainmaker Provider Blockchain ChainMaker  Blockchain text-davinci-003 AKIDObZHjvqUrxnNItkKdfQvAWCS 1JK4XidG = ap-beijing
(Demo Network)
Provider Model AlibabaCloud
provider_model_alibabacloud_deepseek 1 oo Voce Albabatiou Model Alibaba Cloud deepseek-r1
DeekSeek-R1
provider_cloud_alibabacloud Provider Cloud AlibabaCloud Public Cloud ~ Aliyun text-davinci-003 LTAI5tHkUsopAioN6sxi2LMg ik cn-beijing
dall-e-3 dall-e-3 Model OpenAl dall-e-3 ok
provider_model_azure_gpt4_1 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-4o x
provider_model_azure_gptd 2 Provider Model Azure GPT-4 Model Azure gpt-do deployment-gpt-d4o x
provider model_azure_gpt4 3 Provider Model Azure GPT-4 Model Azure gpt-4o deployment-gpt-4o x
provider_embedding_openai_v3 Provider Embedding OpenAl V3 Embedding OpenAl text-embedding-ada-002 o
Provider Model OpenAl GPT4
provider_model_openai_gpt4_vision rovider Wiodel pen Model OpenAl gpt-4-vision-preview o
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Fill in Private Cloud Provider Details

Fill in the required configuration according to the cloud-native platform you use, then click the Save & Exit button to save.

More information about the configuration can be found below:

Kubernetes Configuration

Kubernetes (K8s) is an open-source container orchestration platform for automating the deployment, scaling, and management of containerized applications. It has bec...

Q #uw

Casibase supports several mainstream cloud-native technologies and platforms, including:

« Docker: To connect to a Docker host and manage the lifecycle of its containers (e.g., start, stop, view status) directly within
Casibase.

« Kubernetes (K8s): To connect to a Kubernetes cluster and manage its resources, such as Pods and Deployments, providing a high-
level orchestration view within Casibase.

Now, you can use this private cloud provider to monitor and manage services in your cloud-native environment.

After adding a private cloud provider, you can use Casibase as a control panel to oversee your containerized applications, simplifying
management and providing a unified view of your services alongside your knowledge base.
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Kubernetes Configuration

Kubernetes (K8s) is an open-source container orchestration platform for
automating the deployment, scaling, and management of containerized
applications. It has become the de facto standard for managing applications in
modern, cloud-native environments. By providing a robust framework for running
distributed systems resiliently, Kubernetes simplifies complex operational tasks.

In this chapter, you will learn how to configure and use a Kubernetes provider in
Casibase. This will allow you to connect Casibase to your Kubernetes cluster,
enabling you to monitor and manage your cloud resources directly from the
Casibase interface.

1. Configuration Field Description

When configuring a Kubernetes provider in Casibase, you need to fill in several key
fields. Each field has a specific meaning and is required for the correct integration
with your Kubernetes cluster. The following list explains the purpose of each field:

e Name: The unique identifier for this private cloud provider.

e Display name: The display name shown in the Ul for this provider.

e Category: The type of service; here it should be Private Cloud.

e Type: The cloud-native platform type; here it should be Kubernetes.

e cConfig text: The raw text content of your kubeconfig file, which contains
the credentials and endpoint information needed to connect to your
Kubernetes cluster.

Please make sure to fill in each field accurately. The Config text is crucial for
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establishing a successful connection.

2. Configure Kubernetes

The primary method for connecting Casibase to your Kubernetes cluster is by
using your kubeconfig file.

2.1 Obtain Your Kubeconfig File

Before proceeding, you must ensure that the kubeconfig file you intend to use
can successfully connect to your Kubernetes cluster. A reliable way to get the raw
configuration is to run the following command in your terminal:

kubectl config view --raw > kubeconfig.yaml

This command will save the complete, flattened configuration into a file named
kubeconfig.yaml in your current directory. You can then open this file to copy its
contents.

You can test your configuration file with a command that checks for pods across
all namespaces. This is a more reliable test to confirm connectivity.

kubectl --kubeconfig=./kubeconfig.yaml get pods -A

If this command runs successfully (even if it just lists pods from system
namespaces), you are ready to proceed.

2.2 Fill in the Provider Details

Copy the entire content of your valid kubeconfig.yaml file and paste it into the



Config text field in the provider configuration form.
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3. Verify the Connection

After you have filled in the details and saved the provider, you can verify if the
connection was successful.

Navigate to the Cloud Resources > Applications section within Casibase. Here,
you will see a list of your configured providers. Check the status of the
Kubernetes provider you just added.

o Active: If the status is Active, Casibase has successfully connected to your
Kubernetes cluster.

e Inactive: If the status is Inactive, there was an issue with the connection.
Please double-check the content of your Config text and ensure that there
is network connectivity between Casibase and your Kubernetes cluster's API
server.
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Once the connection is active, you can begin to monitor and manage your
Kubernetes resources through Casibase.
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Public Cloud Providers

Introduction

Public Cloud Providers enable Casibase to connect to and scan cloud
infrastructure across major cloud platforms. The system automatically discovers
and catalogs cloud resources, providing centralized visibility and management of
your cloud assets.

When configured, Casibase can scan resources like virtual machines, storage
volumes, and network components, enriching each asset with detailed
configuration information through multi-level API calls.

Supported Cloud Platform

Casibase currently supports Alibaba Cloud for complete asset discovery including
ECS instances, disks, VPCs, and other resources. Additional cloud platforms are
planned for future releases.

Add a Public Cloud Provider

Navigate to the Providers page and click Add to create a new provider.
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Configuration

Select "Aliyun" (Alibaba Cloud) as the provider type and fill in the required
credentials:

o Type: Select "Aliyun" (Alibaba Cloud)

e Client ID: Your Alibaba Cloud Access Key ID

o Client Secret: Your Alibaba Cloud Access Key Secret
e Region: The cloud region to scan (e.g., ch-hangzhou)

Click save & Exit to complete the configuration.

Asset Scanning

After adding a public cloud provider, Casibase can scan and catalog your cloud
resources. The scanning process:

1. Connects to the cloud platform using provided credentials

2. Discovers resources using the SearchResources API



3. Enriches resource details through secondary API calls

4. Stores asset information with full configuration details

Scanned Resources

For Alibaba Cloud, the following resource types are automatically discovered:

ECS instances with CPU, memory, IP addresses, and OS details

Disk volumes with size, type, and attachment information

VPC networks with CIDR blocks and routing configuration

Security groups and network interfaces

Viewing Assets

After scanning, view discovered assets in the Assets page. Each asset displays:

e Resource ID and display name
e Resource type and region

o Current state

e Tags and metadata

» Detailed properties specific to the resource type

More configuration details:

Alibaba Cloud Configuration

Configure Alibaba Cloud asset scanning
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Alibaba Cloud
Configuration

Overview

The Alibaba Cloud provider serves dual purposes in Casibase. For model
integration, it connects you to Qwen's language models and DeepSeek's
reasoning-focused models (v3, v3.1, v3.2, and R1) through Alibaba's Model Studio
platform. When chatting with these models, you can enable web search to have
the Al fetch current information from the internet—results appear inline with
citations.

For infrastructure management, the same provider scans your Alibaba Cloud
resources, discovering ECS instances, disks, VPCs, and other assets across your
deployment.

Prerequisites

Before configuring the Alibaba Cloud provider, you need:

e An Alibaba Cloud account
o Access Key ID and Access Key Secret with appropriate permissions

e Access to at least one region where resources are deployed
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Required Permissions

The Access Key should have permissions to call:

e resourcecenter:SearchResources - For resource discovery

e ecs:DescribelInstances - For ECS instance details

e ecs:DescribeDisks - For disk details

e vpc:DescribeVpcs - For VPC details

Configuration Steps

Create Access Key

—

el A

Log in to Alibaba Cloud console
Navigate to AccessKey Management
Create a new Access Key pair

Save both the Access Key ID and Access Key Secret securely

Add Provider in Casibase

1. Open Casibase and navigate to Providers

2. Click the Add button

3. Fillin the configuration:

o

o

o

Name: A descriptive name for this provider

Type: Select "Aliyun" (this is the internal identifier for Alibaba Cloud)
Category: Select "Public Cloud"

Client ID: Paste your Access Key ID

APl key: Paste your Access Key Secret



o Region: Enter the target region (e.g., cn-hangzhou, cn-beijing)

4. Click save & Exit

Asset Discovery

Once configured, Casibase performs two-level asset discovery:

Level 1: Resource Discovery

Uses the SearchResources API to scan all resource types in the specified region.
This provides basic information about each resource including ID, type, region,
and tags.

Level 2: Detailed Enrichment

For specific resource types, Casibase makes additional API calls to gather
comprehensive details:

ECS Instances

Instance specifications (CPU cores, memory size)

Operating system information

Public and private IP addresses

Billing method and instance status
Disks

» Disk category (cloud, cloud_efficiency, cloud_ssd)
e Size and attachment status

e Associated instance information



VPCs

» CIDR block configuration
e Associated VSwitches

e Routing table information

Resource Properties

Each discovered asset includes standard fields plus resource-specific properties.
The properties are stored as key-value pairs and displayed in the asset detail
view.

Common properties include instance types, network configurations, storage
specifications, and billing information.

Scanning Multiple Regions

To scan resources in multiple regions, create separate providers for each region.
This approach allows granular control over which regions are scanned and
monitored.

Troubleshooting

No resources found: Verify the Access Key has correct permissions and the
specified region contains resources.

Authentication errors: Check that the Access Key ID and Secret are correctly
entered and the key is active.

Missing details: Ensure the Access Key has permissions for the detailed API calls
(Describelnstances, DescribeDisks, DescribeVpcs).
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2.4 Cross-Store Vector Sharing

Stores in Casibase can be configured to use vectors from other stores through the
Vector stores field. This allows you to create a main store that searches across
multiple specialized knowledge bases, or let different stores share their
knowledge with each other. Instead of duplicating content, stores can dynamically
access relevant information from other stores while maintaining their own
separate vector databases.

2.5 Streamlined Management

The interface adapts to how you work. File-focused workflows can use the "Hide
chat" toggle to clear away Al provider columns from the store list. Each store can
also include example questions that appear when users start chatting, helping
them understand what to ask without reading documentation.

2.6 Direct File Navigation

When reviewing knowledge sources in chat responses, you can click on any
referenced file to open the store's file viewer with that specific document
automatically selected and displayed. This seamless navigation lets you verify Al
responses against source materials without manually searching through your
document tree.
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The store list shows many columns for Al configurations like model providers,
embedding providers, and voice settings. If you're mainly using stores for file
management, toggle "Hide chat" at the top of the list to simplify the view and
show only the essentials: name, storage provider, and status.
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When configuring your store, consider adding example questions that appear
when users start a new chat. These suggestions help users discover what they
can ask and get them started quickly. You can also configure which other stores
this one should search through using the Vector stores field - useful when you
want one store to pull knowledge from multiple sources.

Vector Stores

Sometimes you need one store to search through knowledge from multiple other
stores. For example, you might have separate stores for different topics or
departments, but want a main store that can answer questions by searching
across all of them. The Vector stores field makes this possible by letting a store
use vectors from other stores in addition to its own.

To configure this, navigate to the store edit page and find the Vector stores field.
You can select one or more stores from the dropdown list. When you chat with this
store, it will automatically search through both its own vectors and the vectors
from all the stores you selected. This way, you can create a centralized knowledge
hub without duplicating content across multiple stores.

OF "~
The store always uses its own vectors automatically. You only need to

specify additional stores in the Vector stores field when you want to search
across multiple knowledge bases.
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2.File Management

Automatic Vector Generation

When you upload files to a store, Casibase automatically generates vector
embeddings in the background. Each file goes through several states that you can
track in the file list:

e Pending: File uploaded, waiting for embedding to start
e Processing: Currently generating vectors from the file content
o Finished: Vector generation completed successfully

e Error: Something went wrong during embedding (check the error text for
details)

This happens without any manual intervention - just upload your files and let
Casibase handle the rest. The system splits your documents into chunks,
generates embeddings for each chunk, and stores them for fast retrieval during
chat.

File Status Tracking

Navigate to the Files page to see all uploaded files across your stores. Each file
shows its current status and token count. Files in the "Error" state display detailed
error messages so you can troubleshoot issues like unsupported file formats or
provider configuration problems.

When you delete a file from storage, Casibase automatically removes its
associated vectors from the database. This keeps your vector database clean and
prevents outdated information from appearing in chat responses.



Re-embedding Individual Files

Sometimes you need to regenerate vectors for a specific file - perhaps you've
changed the embedding model or fixed a previous error. The "Refresh Vectors"
button in the file list lets you re-embed individual files without affecting other
content in the store.

Click the button next to any file to delete its existing vectors and generate fresh
ones. The file status updates in real-time as processing completes, and the token
count reflects the newly generated embeddings. This targeted approach saves
time compared to refreshing the entire store when you only need to update a few
files.

3.Store Isolation for Users

Casibase lets you restrict users to specific stores through Casdoor's Homepage
field. When a user's Homepage matches a store name, they become bound to that
store and work within it exclusively - perfect for multi-tenant setups where teams
need separate knowledge bases.

Bound users see their assigned store locked in the top bar selector. They can view
and query only that store's data, and API calls to other stores fail with an error.
They also cannot add, delete, or rename stores, keeping their workspace stable
and isolated.

To bind a user, edit their Casdoor profile and set the Homepage field to the exact
store name (case-sensitive). The binding activates on their next login. Users with
an empty Homepage or one that doesn't match any store keep full access to all
stores, so you can mix restricted and unrestricted users easily.
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A > Forms > Forms Overview

Forms Overview

Introduction

Forms in Casibase provide a powerful way to customize the display of list pages
throughout the application. By configuring forms, you can control which columns
are visible, their order, and their width in various list views such as Records,
Providers, Stores, and more.

The Forms feature was ported from Casdoor and allows administrators to tailor
the user interface to their specific needs, improving usability and focusing on the
most relevant information.

Key Features

Customizable Column Visibility

Control which columns appear in list pages by toggling the visibility setting for
each form item. This helps reduce clutter and focus on the most important data.

Adjustable Column Width

Set custom widths for each column to optimize the display based on the content
type and your screen size preferences.
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Column Ordering

Arrange columns in the order that makes the most sense for your workflow by
reordering form items.

Multiple Form Categories
Forms support different categories to serve various purposes:

» Table: Traditional table-based forms for displaying structured data
e iFrame: Forms that can embed external content

» List Page: Forms specifically designed to customize list page columns

Form Structure

Each form in Casibase consists of:

e Organization: The organization that owns the form

e Name: Unique identifier for the form

e Display Name: Human-readable name shown in the interface

» Position: Placement or order of the form

o Category: Type of form (Table, iFrame, or List Page)

o Type: Specific form type (e.g., "records" for the Records list page)
e URL: Associated URL or endpoint (for Table and iFrame categories)

e Form Items: Collection of columns or fields to display



Form ltems

Form items define the individual columns in a list page. Each form item includes:

o Name: Internal column identifier (e.g., "organization", "name", "createdTime")
» Label: Display label shown in the column header

o Type: Data type (currently "Text" for list pages)

o Visible: Whether the column is displayed

e Width: Column width in pixels

Use Cases

Forms are particularly useful for:

1. Customizing Record Views: Tailor the Records list page to show only relevant
columns for your use case

2. Simplifying Complex Tables: Hide technical columns that aren't needed by all
users

3. Optimizing Screen Space: Adjust column widths to fit more information on
screen

4. Role-Based Views: Create different forms for different user roles or workflows

Getting Started

To start using Forms in Casibase:

1. Navigate to the Forms section in the Casibase admin interface

2. Create a new form or edit an existing one



3. Configure the form category, type, and items
4. Preview your changes in real-time

5. Save and apply the form to the corresponding list page

For detailed instructions on configuring forms, see the Form Configuration guide.
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Form Configuration

Accessing Forms

Forms can be accessed through the Casibase admin interface:

1. Log in to your Casibase admin dashboard
2. Navigate to the Forms section from the main menu

3. You'll see a list of existing forms organized by category and type

Creating a New Form

Step 1: Basic Information
To create a new form:

1. Click the Add button on the Forms list page

2. Fillin the basic form information:
o Organization: Select the organization (typically your organization name)

o Name: Enter a unique identifier for the form
o Display Name: Provide a human-readable name

o Position: Set the position or order (optional)

Step 2: Select Form Category

Choose the appropriate category for your form:
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» Table: For traditional table-based forms
e iFrame: For embedding external content

e List Page: For customizing list page columns (recommended for most use
cases)

Step 3: Configure Form Type
If you selected List Page as the category:
1. Choose the Type from the dropdown menu

o Currently supported: Records

o More types will be added in future versions
2. The form will automatically populate with default columns for the selected

type

Step 4: Customize Form Items

For each form item (column), you can configure:

Name

The internal identifier for the column. This corresponds to the data field being
displayed.

Available columns for Records include:

e organization: Organization name
e id:Record ID
e name: Record name

e clientIp: Client IP address



e createdTime: Creation timestamp
e provider : Al provider name

e provider2: Secondary provider
e user: Associated user

e method: HTTP method

e requestUri: Request URI

e language: Language

e query: Query parameters

e region: Geographic region

e city: City

e unit: Unitinformation

e section: Section

e response: Response data

e object: Related object

e errorText: Error messages

e isTriggered: Trigger status

e action: Action column

e Dblock: Block information

e Dblock2: Secondary block information

Visible

Toggle to show or hide the column in the list page. Hidden columns are still
available in the form configuration but won't appear in the UL.

Width

Set the column width in pixels. This helps optimize the display based on the
content length and your screen size.



Q #m
e Use narrower widths (90-120px) for short fields like IDs, dates, and
status indicators

e Use wider widths (200-300px) for longer text fields like names,
descriptions, and URIs

o Adjust widths based on your typical content length to avoid truncation

Step 5: Reorder Columns
Arrange columns in your preferred order:

1. Use the Up arrow button to move a column up
2. Use the Down arrow button to move a column down

3. The leftmost columns will appear first in the list page

Step 6: Add or Remove Columns

e Add Column: Click the Add button to create a new custom column
¢ Remove Column: Click the Delete button next to a column to remove it

» Reset to Default: Click Reset to Default to restore the original column
configuration

Step 7: Preview and Save

—

View the Preview section at the bottom of the form editor
The preview shows how your form will appear in the actual list page

Click on the preview to open the full list page in a new window

WD

Once satisfied, click Save & Exit to apply your changes



Editing Existing Forms
To modify an existing form:

1. Navigate to the Forms list page

2. Click on the form name or the edit button
3. Make your desired changes

4. Click Save & Exit to apply the updates

Changes take effect immediately for all users viewing the corresponding list page.

Form Categories in Detail

List Page Forms
List Page forms are the most commonly used type in Casibase. They allow you to:

Customize which columns appear in list views

Control column order and width

Show/hide columns based on user needs

Create optimized views for different workflows

A B

When configuring List Page forms:

o The Action column is always displayed at the end, regardless of form
item configuration

o At least one column should be visible for the list page to be functional



¢ Column names must match the actual data fields available in the
backend

Table Forms

Table forms are used for structured data display in table format. Configuration is
similar to List Page forms but may have different available fields based on the data
source.

iFrame Forms

iFrame forms allow you to embed external content or applications within the
Casibase interface:

1. Set the URL field to the external content address
2. Configure display settings as needed

3. The content will be displayed in an embedded frame
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When you chat with a knowledge base, the system automatically finds and ranks
the most relevant document fragments based on semantic similarity. Each chat
response includes a knowledge sources button that shows exactly which parts of
your documents were used to generate the answer, along with relevance scores
displayed as percentages. This transparency helps you understand and verify the
Al's reasoning while providing quick access to source materials.
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1. Automatic Embedding

Casibase automatically generates vectors when you upload files to a store. After

configuring a store with storage, model, and embedding providers, simply upload

your files through the file tree interface. The system immediately queues them for
embedding and processes them in the background.

Each file progresses through states you can monitor in the Files page: Pending,
Processing, Finished, or Error. The system calculates token counts during
embedding and displays them alongside each file. If embedding fails for any file,
the error details appear in the file list so you can quickly identify and fix issues like
missing provider configurations or unsupported file formats.

When you delete files from storage, their vectors are automatically removed from
the database. This keeps your knowledge base synchronized - you won't get
outdated responses from files that no longer exist.
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configuring stores with storage providers, navigate to the Stores page to view
the file tree for the storage providers.

By clicking on the Refresh Vectors button for a particular store, it will generate the
corresponding vectors for all the files in the file tree for that store by embedding
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When you refresh vectors, the system automatically removes all existing vectors
for that store before generating new ones. This ensures your vector database
stays synchronized with your current files - if you've deleted files from storage,
their vectors will be removed as well. The refresh always creates a clean, up-to-
date vector set based on your current file tree.

Re-embedding Individual Files

For targeted updates, use the "Refresh Vectors" button in the Files page next to
any specific file. This regenerates vectors for just that file while leaving others
untouched - useful when you've changed embedding settings or need to fix errors
on specific documents without reprocessing your entire knowledge base.
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After that, we can view the specific vectors generated by that store in the vector

menu.
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0028915738,-0.0544376...

[-0.009141525,0.021197728,-0.0
19946484,-0.02071195...

[-0.004490083,0.010098264,0.00
35382845,-0.02122970...

[0.014196097,0.017991772,0.00
09771807,-0.03401034,

[-0.008841777,0.034623653,0.00
8250997,-0.03711953,...

[-0.0010608328,-0.0078019355,-
0.025427068,-0.01174...

[-0.021876315,0.013569352,-0.0
122898435,-0.0218238...
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Name: vector_opfabu
Display names google.com, pub-350967891
Store:

Provider:

File: casdoor-website/static/ads.txt

Text:

Size:

Dimension:

.025320875,0.0008781995,0.015853297.0.011648386,-0.030035077,0.008488
174,-0.010557982,-0.021664431,-0.0058601047,-0.0033985341,-0.014873892,-0.012862436,0.019300802,0.01160268,-0.0069080675,0.004397527,-0.015696593,-0.004044941,0.0025301287,-0.02987837,-0.023649357,-0.0125233205,-0.0073324763,0.0032565205,-0.
006895009,0.026979333,-0.012627791,0.0017776195,0.0012838363,0.016284235,-0.01736811,-0.010936685,0.0102315135,0.019901503,-0.024223942,-0.007456534,0.03254235,0.018295279,0.014338484,-0.009108463,-0.006992949,-0.004795818,-0.013130552.-0.0

Data: -0.011380682,-0.019052684,-0.017577048,-0.036407735,-0.03337811,0.00012354781,-0.0064967177,-0.009500225,-0.009101934,-0.0176554,-0.0021726459,0.013737783,-0.00126 17997,

08762407.0.009813635, ,-0.0012985273,-0.0011622269, -0.038575485,-0.0030851245,-0.02517723,-0.031654358,-0.012418851,0.0072933,-0.009767929,0.008586114,0. ,0.01922245,0.011883443,-0.0040351474, 00
13071788,-0.01037516,-0.004652172,0.016610702,0.012190323,0.022239015,-0.014704129,-0.014651894,0.031236479,0.0028272148,0.011694091,0.01766846,0.034971274,-0.0008504497,0.003891501,0.008005001,-0.00416247,0.010688569,-0.00060927 13,-0.0068
95009,0.02269607,-0.011328447,0.041814048,0.016401764,-0.029225435,0.013032611,0.008050706,0.014012015,-0.014638835,-0.020972319,0.00025444117,0.012849789,-0.024615703,-0.017616225,-0.016349528,-0.017133052.0.0003183065,0.002393012.-0.0302
17899,-0.003307123,-0.010629805,0.011119507,-0.010120515,-0.002301601,-0.037321847,0.03625103,0.022852775,0.027971797,-0.017198347,-0.0033267112,0.015461535,-0.0245 24292, -0.013359079,0.017799048,0.00037156165,0.03473622,-0.0016976347,0.0190
78802,-0.01140027.-0.018778453,0.022630777,-0.018621746,0.007325947,-0.03583315,-0.021298787,-0.0064085713,0.030661894,0.009376167,-0.010662452.-0.0010544923,0.03802702,0.013339492.0.034: 13032611,0.008971347,0.014234014,-0.0204107
93,-0.006705657,0.006842774,0.0029920812,0.012542309,-0.0029986105,0.04220581,0.0131436,-0.012686555,-0.004694613,0.0001727221,0.019888444,-0.012405792,0.004897023,0.028572498,0.0073585934,-0.00045215848,0.0072737117,-0.019196332,0.004782
7596,-0.0037968254,-0.0052561383,0.025516756,-0.02001903,0.03207224,0.032516234,-0.000645999,-0.0039372067,-0.022617718,0.006451012.-0.00595478,0.033221405,0.021024553,-0.010825686,-0.003148786,0.021638313,0.0007088441,-0.012229499,-0.01894
8216,0.024746291,0.013267668,0.007743826,-0.006091897,-0.6815612.-0.023244537,0.0115177985,-0.02003209,0.012771437,0.04003806,0.018425867,0.0057686935,0.0003393229,-0.0010063383,-0.0201235,0.00955246,0.004263675,-0.012307852.-0.0058698985,0
.015004479,0.007247594,0.010113985,0.015148126,0.0099768685,0.0010389851,0.0203455,-0.003091654,0.012360087,-0.017968811,-0.0013948354,0.031654358,-0.0032336677,-0.005935192,0.012902024,-0.019091861,0.010159691,0.035284683,0.005719723,0.03
5284683,-0.0027358036,-0.0073585934,0.016819643,-0.0014650262,0.043407213,-0.044608615,-0.016675396,0.013594137,0.00955899,-0.0047337892.0.01508 28315,0.025595108,-0.009506755,-0.022526307,-0.013711665,0.014704129,-0.008886465,-0.0042147045.
10.010342513,0.0040220884,-0.0070190667,0.0063857185,-0.0068493034,-0.023557946,0.012307852.-0.0036629734,-0.008273234,-0.031967767.-0.028468028, -0.026078282,0.010257632,-0.014952244,0.026365573,0.024537351,0.012373146,-0.0052234917.0.02038
4675,-0.023440419,0.018321397, 1,0.0072867707, ,-0.011184801,0.00 0.013907546,0.005602194; .0.0024370851,-0.010819157,0.0348406¢ ,-0.01 -0.020854 ,-0.014860833,0015605 .
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1. WK

When you log in to Casibase, the chat interface is your starting point. This makes
it easy to immediately begin conversations with Al without navigating through

menus. —BIREATTECELFFE, FATHAT A5 AT G, a0 NEIFoR: a0 REfR:

&casibase Home  Chat  Stores  Providers  Vectors  Chats  Messages  Usages  Nodes  Machines  Images  Sessions  Swagger[Z e r’ OrgAdmin
+ New Chat who "
[ Default Category N
& Tofind information about security alerts in the Casibase Al knowledge base, you can search for specific metrics that provide insights into how these alerts are
New Chat - 2 20 managed within a Security Operations Center (SOC). Key metrics include:
o Number of security alerts generated per month, quarter, or year.
New Chat - 1
o Rate of false positives within the alerts.
New Chat - 2 o Percentage of alerts that are investigated, resolved, or escalated
B Framevorkiest . o Time taken to close alerts after they are generated.
These metrics help in assessing the effectiveness and efficiency of SOC operations related to alert management.
New Chat - 1

a c 6 v o

[ What are false positives in security alerts? ]

[ How does the SOC handle escalated alerts? ]

[ Can you explain more about the metrics used for security alerts?

@

The chat interface adapts to different Al capabilities. When using OpenAl or
Alibaba Cloud providers, you'll see a web search toggle that lets the Al fetch
current information from the internet. Search results appear inline with the
response, complete with source URLs and timestamps for verification. For
OpenAl's reasoning models (o1 and o1-mini), the chat displays the model's step-
by-step thinking process in expandable sections, letting you follow along as it
works through complex problems.
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Source Attribution

When the Al provides answers, you can trace where the information came from
through two types of sources:

Knowledge sources appear when chatting with a store that has embedded
documents. Click the button showing the number of knowledge sources to open a
drawer that displays each relevant document fragment with its relevance score.
You can click on any source to view the complete vector entry, or click on the file
name/icon to jump directly to that file in the store's file viewer with the specific
document pre-selected.

Web sources appear when web search is enabled. These show the websites the
Al referenced when answering your question, complete with titles, URLs, and brief
descriptions. The drawer displays search results with timestamps and allows you
to visit the original sources.

2. Wik E
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Chats Users: 10 Chats: 10 Messages: 25 Tokens: 15175 Price: | $0.0421881
Name Updated time +  User Client IP Count Token count Price Messages Action
119.164.21830
hatioteco 2020305 v R 1 1006 $0.002705 —
chaLiiee 1337:02 069800aa :
Edge 133.0.0 Delete
Windows 10
101.12.98.189
hE, &7 N/A -
2025-03-05 Edit
chat_v67rdz u-649ef853 1 1004 $0.00269
1336:48 Chrome 133.00
Delet
Mac OS X
10.15.7
&P Hello! How can | assist you today?
Edit
chat_252ftr AR admin 1 12 7107 $0.0203981 g a6 © ®
1336:18 S
2l Dclcte
who are yc

ZIUHE AL P AR CIENIIRER, HA WA DR didwmiEkEEsgmE el el
REAUR{EJE: Regular users can access and view their own chat sessions, while
administrators have full access to all chats in the system for management
purposes. BAITERATMMER:

o AFr: BIERVIIRAAFR,

o TETIIIAL 0 HIDOR BE AN A,

o AP WIERFERIHF.

o EPUHIP 1 WIRAYE FHIP,

o MK BEINR A AR B,
o ORRTHEL: HEHINORAE A AR RREL
o A% MEIIRALZRAVEMHE,

o HE: EARPIRAHENE,

o TEfif 1 WoRHIKFRTE I E I,

e Model Provider: The Al provider used for this chat (e.g., OpenAl, Claude).
o AN SoRHIKARIERISII,

Token usage and costs are automatically tracked for billing purposes. See the
Billing & Usage section for more details on how transactions are created and



managed.
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The messages module manages all the messages in our sessions. Users can view

and track their own message history, while administrators can access all

messages across the system. Each message displays detailed metadata including

creation time, associated chat, parent message references, token usage, pricing

information, and the Al model provider that generated the response.

The model provider field identifies which Al service (OpenAl, Claude, etc.)
processed each message. Token costs are automatically calculated and recorded
as transactions for billing. Learn more about cost tracking in the Billing & Usage

section.

casibase  Home  chat

Stor Providers  Vectors  Chats  Messag Usa Nod: h Imag Sessions Swagger (2 Resources 1 ® " OrgAdmin »l‘
Messages Users: 8 Chats: 8 Messages: 36283 Tokens: 8079 rice: $0.0219401
Created Toke Text token 5 . :
Name . v User Chat Reply to Author Price Reasoniny g text Text Action
time cou count
2025-03-05 m
message_aoudc5 chat_fh3ywr  Welcome Al 1013 9 $0.0027575 Hello! How can | assist you today?
1419:25446 0492894
Delete
. 2025-03-05 m
messageviotks [ "0 N wfbblees  chatcorfz2  Welcome Al 1011 9 $0.0027425 Hello! How can | assist you today?
=
2025-03-05 m
message 9b7xud 0 u-3fcd9%6d  chat hwq271  message Onvish Al 994 9 $0.00269 Hello! How can | assist you today?
o
2025-03-05 ) m
message_Onvish U-3fcd996d  chat_hwq271 u-3fed996d 1 1 $0.0000001 hi
14:16:51.433
Delete
 2025-03-05 m
ssssss e q3b66 e UBcd9%6d  chat hwg271  Welcome Al 1007 9 $0.0027125 Hello! How can | assist you today?
o Delete
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A > Billing & Usage

Billing & Usage

Overview

Billing and Usage Tracking

Transactions

Transaction tracking and billing integration
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A > Billing&Usage > Overview

Overview

Casibase tracks Al token usage and costs automatically through its integration
with Casdoor. Every conversation with an Al model generates transaction records
that capture consumption details for billing and analytics.

How It Works

When you send a message to an Al model, Casibase validates your balance before
generating the response. The system estimates the token cost, checks if you have
sufficient funds, and only proceeds if validation succeeds. This prevents situations
where you receive an Al response but can't pay for it.

Chat - Balance Check -» Message - Transaction

The validation happens in two steps. First, Casibase estimates the cost by asking
the model provider how many tokens your question will likely consume. It then
validates this estimated cost against your balance using a dry run transaction. If
you have insufficient funds, you'll see an error immediately—no Al processing
occurs. If validation succeeds, the Al generates your answer and the actual
transaction records the real cost.

Each chat session maintains a running total of tokens used and costs incurred.
Individual messages record their own token consumption, and transactions are
created in Casdoor after the Al completes its response. This ensures accurate
billing records and enables usage monitoring across your organization.
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Token Tracking

Token usage is tracked at multiple levels:

o Chats display total tokens used and cumulative price for the entire
conversation

e Messages show tokens consumed for each Al response

» Transactions record the billing details in Casdoor for centralized accounting

The model provider field identifies which Al service (OpenAl, Claude, etc.) handled
each interaction, making it easy to understand usage patterns across different
providers.

Price Calculation

Costs are calculated using proper decimal handling to prevent floating-point
precision loss. The system automatically applies the correct pricing model based
on the provider and model being used, ensuring accurate billing for all token
usage.



A > Billing&Usage > Transactions

Transactions

Transactions connect Casibase usage to Casdoor's billing system. Each Al-
generated message automatically creates a transaction record that captures the
associated costs and metadata.

Transaction Structure

Transactions use a structured format to track chat interactions:

Type: Chat identifier - links the transaction to a specific conversation

Subtype: Message identifier - tracks which message generated the cost

Provider: Model provider name (e.g., "OpenAl”, "Claude")

Amount: Token cost calculated for the message

This structure provides complete traceability from billing records back to the
original conversations and messages. Organizations can use this data for cost
analysis, usage reporting, and budget tracking across teams.

Balance Validation

Before any Al processing begins, Casibase validates that you have sufficient
balance to cover the estimated cost. The system asks the model provider to
calculate how many tokens your question will likely consume, then checks this
amount against your balance using a dry run transaction—a temporary validation
that doesn't actually deduct funds.
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If the validation fails, you'll receive an error message right away and the Al won't
process your request. This saves you from waiting for an Al response only to
discover you can't afford it. Once validation succeeds, the Al generates your
answer and a real transaction records the actual cost, which may differ slightly
from the estimate based on the final response length.

Automatic Creation

Transactions are created after the Al completes your answer, ensuring that billing
records stay synchronized with actual usage. You don't need to manually track or
create transaction records - the system handles this automatically for every Al
interaction.

Integration with Casdoor

Transaction records are stored in Casdoor, enabling centralized billing
management across all your applications. This integration allows organizations to:

Track Al usage costs alongside other application expenses

Generate unified billing reports

Set up usage alerts and budgets

Analyze spending patterns across different Al providers

The transaction data flows seamlessly from Casibase to Casdoor, providing real-
time visibility into Al usage costs without requiring manual data entry or
reconciliation.
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Records

Records

Data records and aggregation
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A > Records > Records

Records

Records in Casibase support efficient data logging and analytics through a built-in
aggregation mechanism. Instead of storing thousands of individual entries, you
can create consolidated records that represent multiple data points.

Count Field

Records include a count field that defaults to 1 for all new records. This field
indicates how many actual data points the record represents.

When uploading consolidated data, set the count to match the number of
underlying records. For example, if you have 100 similar log entries, create one
record with count: 100 rather than inserting 100 separate records. This
approach significantly reduces storage requirements while maintaining accurate
statistics.

API| Behavior

The count field works consistently across all record operations:

o Default value: 1 for all new records created via API or Ul
o Backward compatibility: Zero values display as 1 in the frontend

o Type: Integer field supporting positive values

When using the add-record or add-records APl endpoints, include the count
value to specify how many data points the record aggregates.
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Use Cases

Records with aggregation are particularly useful for:

e Log consolidation: Summarize multiple similar log entries into a single record
» Analytics: Maintain accurate counts for reporting without storing raw data

« System monitoring: Track event frequencies without detailed individual
records

» Data archival: Compress historical data while preserving statistical accuracy

The count field enables efficient data management by separating the logical
representation (one record) from the actual count (potentially many occurrences).
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Scans

Scans

Network and security scanning in Casibase
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A > Scans » Scans

Scans

Scans in Casibase enable network discovery, security auditing, and system
assessment across your infrastructure. The scan feature provides automated
scanning capabilities for assets like virtual machines and network hosts, delivering
structured results for analysis.

What is a Scan?

A Scan represents a scanning operation executed against a target asset. Each
scan instance records the target, provider used, execution time, and results.
Scans can be triggered manually or configured to run on demand against assets in
your infrastructure.

Scan Workflow

Start by navigating to the Scans page and creating a new scan instance. You'll
need to configure the target selection, choose a scan provider like Nmap or OS
Patch, and set any necessary scan parameters.

When selecting your target, you can use Asset Mode to pick an existing asset
from your inventory, or Manual Mode to enter an IP address or hostname directly.
For Virtual Machine assets, the system automatically uses the public IP address
from the asset properties.

Click the "Start" button to initiate the scan. The scan executes asynchronously,
transitioning through states from Pending to Running to Completed. The Runner
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field tracks which system instance is actively executing the scan, useful in
distributed deployments. If errors occur, the ErrorText field captures diagnostic
information to help troubleshoot issues.

The scan provider performs the configured operation against your target and
returns results. These results appear in three formats: a Structured View with
organized tables and formatted data, the Raw JSON showing parsed data
structures, and the Raw Text showing the complete unprocessed output from the
scan tool. All formats are stored in the database for historical reference, allowing
you to review previous scans and track changes over time.

To reset a scan and clear its results, use the Clear button available on scan pages.
This removes the scan state and results while preserving the scan configuration,
letting you run a fresh scan with the same settings.

From the Scans list page, you can quickly review scan results without opening the
full editor. The Result column provides a popup view displaying the same
structured, JSON, and raw text formats available in the scan detail page.

Scan Providers

Casibase supports multiple scan provider types, each optimized for specific
scanning tasks.

The Nmap Scan Provider performs network discovery and security auditing by
scanning ports, detecting services, and identifying system information. It handles
port scanning with customizable ranges, service version detection, operating
system fingerprinting, and network topology mapping. Results come back as
structured JSON containing host information, open ports, detected services, and
system details, which the web interface renders in organized tables.

The OS Patch Provider checks system patch status and identifies missing security



updates. The provider uses efficient local cache queries to list installed patches,
ensuring fast scan performance without querying online update services. When
listing available patches for installation, the system does query Windows Update
online to identify new updates.

This hybrid approach balances speed and accuracy, providing quick status checks
while enabling comprehensive update discovery when needed. Results include
patch status information, available updates, and security recommendations in a
structured format for quick review.

Scan Configuration

When configuring a scan in the provider edit page, you can test the provider
functionality directly. The scan configuration widget automatically selects the first
available provider to streamline setup, and lets you switch between Asset and
Manual Input modes for target selection, execute test scans to verify provider
configuration, and view scan output before saving configurations. The system
saves both the scan configuration and provider settings to the database before
initiating scan execution, ensuring all settings are persisted.

For Manual Input mode, the target matching logic intelligently routes scans to the
appropriate runner instance. When you specify a hostname as the target, the
system matches it against each runner instance's hostname to ensure the scan
executes on the correct machine. For IP address targets (excluding localhost), the
scan routes to the instance whose network interfaces include that IP address,
checking both private and public IPs.

Localhost and loopback addresses like 127.0.0.1 can be claimed by any instance,
allowing flexible local scanning. This ensures distributed scan deployments work
correctly, with each instance claiming scans intended for its specific machine.



API Integration

Scans support programmatic access through REST APIs. Use GET /get-scans to
retrieve all scans with pagination, or GET /get-scan to fetch a specific scan by
ID. The POST /add-scan endpoint creates a new scan, while POST /update-scan
modifies scan configuration and POST /delete-scan removes a scan.

The POST /scan-asset API performs on-demand scanning and returns results
without creating a persistent scan record, making it useful for quick assessments.

Working with Scans

For cloud-based virtual machines, Asset Mode automatically resolves the correct
public IP address, ensuring scans reach the intended target even as infrastructure
changes. Schedule regular scans to maintain visibility into your security posture,
but consider the impact on target systems when determining frequency.

When analyzing results, review both the structured and raw formats. The
structured view provides quick insights, while raw output offers complete details
for in-depth analysis. Choose Nmap for network discovery and port scanning, or
OS Patch for security update assessment depending on what you need to learn
about your systems.
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Container Cloud

Overview

Container Cloud Overview

Template

In Casibase, a Template is a reusable base configuration for an application. It contains the core Kubernetes manifest files, typically structured for use with Kustomize. Y...

i&m Applications

14N H
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A > ContainerCloud » Overview

Overview

Once you have successfully connected Casibase to your private cloud providers
(like Kubernetes), this section will guide you on how to manage cloud-native
resources directly through the Casibase interface.

Casibase provides a powerful system based on Docker and Kubernetes, designed
for individuals and organizations to build their own dedicated container cloud
environment. Built on the Casbin permission management engine, it implements
fine-grained access control policies for secure and controllable private cloud
operations.

Core Concepts

Casibase utilizes a streamlined two-part system for managing container
deployments:

1. Templates: Reusable Application Blueprints

Templates are pre-configured Kubernetes manifests that serve as blueprints for
your applications. Each template contains:

» Base Configuration: Complete Kubernetes resources (Deployments, Services,
ConfigMaps, etc.) required to run an application

o Customizable Parameters: Configurable fields that can be modified during
deployment

» Version Management: Template versioning for consistent deployments across
environments
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2. Applications: Live Application Instances

Applications are running instances created from templates. They represent actual
workloads deployed to your Kubernetes cluster:

o Parameter Customization: Override template defaults with specific
configurations (replicas, image versions, resource limits)

» Namespace Isolation: Each application runs in its own dedicated namespace
for security and organization

» Lifecycle Management: Complete application lifecycle control from
deployment to termination

Key Features

Declarative Application Orchestration: Transform from resource-level management
to application-level management, simplifying complex multi-resource deployments
into simple "select template - configure - deploy" workflows.

Service Governance Integration: Built-in support for service mesh and gateway
templates (Istio, Linkerd, Nginx Ingress) enabling one-click deployment of
microservice governance capabilities including service discovery, circuit breaking,
and rate limiting.

Enhanced Platform Visualization:

» Application Dashboard: Monitor and manage all your deployed applications
with real-time status updates

o Resource Insights: Deep visibility into underlying Kubernetes resources, logs,
and events for each application



Kustomize-Powered Flexibility: Leverages Kubernetes-native Kustomize for
configuration management, ensuring consistency across development, testing,
and production environments while maintaining the ability to customize
deployments per environment.

This approach helps you standardize your infrastructure, ensure deployment
consistency, and streamline the process of launching and managing containerized
services. It eliminates the complexity of manual Kubernetes resource
orchestration while maintaining full control over your applications.

Please proceed to the following sections to learn more about managing templates
and applications:

o Kubernetes Templates

o Kubernetes Applications



A > ContainerCloud > Template

Template

In Casibase, a Template is a reusable base configuration for an application. It
contains the core Kubernetes manifest files, typically structured for use with
Kustomize. You define a template once, and it can then be used as a blueprint to
create multiple, customized application instances.

This model allows you to standardize your deployment patterns, ensuring
consistency and simplifying the process of launching new services.

This chapter will guide you through creating and managing templates in Casibase.

Create a New Template

First, navigate to the Cloud Resources > Templates section and click the Add
button to open the creation page.
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You will need to fill in the following fields, which correspond to the template's
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properties:

Name : A unique identifier for the template (e.g., my-app-template). Thisis a
required field.

e Display name: A user-friendly name that will be shown in the Ul (e.g., My App
Template).

e Description: A brief description of what this template is for.
e Version: The version of the template (e.g., 1.0.0).
e Icon:A URL toaniconimage that represents the template in the Ul.

e Manifest: The raw YAML text of your Kubernetes manifests. This content
serves as the base for Kustomize deployments.

Gcasibase ©rome O Chasamesages B ASetig O CoudResouces 0 Mullimedia (3 logging & Audiing B Identity & Access Management @@ Admin  Patients  Hospitab  Treatments @ -:¢:.f, Orgacimin v

After saving, your template will be available in the selection list when you create a
new application.



A > ContainerCloud > Applications

Application

An Application in Casibase is a specific, deployable instance created from a
Template. Before you can create an application, you must first have at least one
template defined. When you create an application, you select a base template and
can then apply specific customizations before deploying it to your Kubernetes
cluster.

This chapter will guide you through creating, deploying, and managing
applications in Casibase.

Create a New Application

Navigate to the Cloud Resources > Applications section and click the Add button
to open the creation page.

Geasibase @ Home O CaMessges B ASetng O CoudResources O Multmedia [0 Logging & Audiing @ Identty & Access Management @ Admin  Patents  Hospltals  Treatments @ % Q oworn v

eeeeeeeeeeeeeeeeee

aaaaaaaaaaaaa

The key fields for an application are:
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Name : A unique name for your application instance (e.g., my-app-prod). This
is a required field.

Display name: A user-friendly name that will be shown in the Ul (e.g., My App

(Production) ).

Description: A brief description of this specific application instance.

Template: Select a pre-existing template from the dropdown list. This will be
the base for your application.

e Parameters: This field is used for customization. Here you can provide
specific Kustomize patches or other variable substitutions in YAML format to
override or extend the base Manifest from the selected template.

Note: Fields like Status and Namespace are managed by the system. The
Namespace is automatically generated based on the application name upon
creation and cannot be modified by the user. The Status is updated based on its
deployment state (e.g., Not Deployed, Running, Pending).

Gcasibase o

Name ©

Deploying and Monitoring an Application

After creating an application, it will appear in the applications list. From here, you



can manage its lifecycle.

o Deploy: Click the Deploy button to apply the application's configuration to
your Kubernetes cluster. Casibase will use Kustomize to merge the base
template's Manifest with your application's Parameters and run kubectl
apply.

e Undeploy: The uUndeploy button will remove the application's resources from
your Kubernetes cluster.
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By using this template-and-application model, you can effectively standardize and
scale your Kubernetes deployments through the Casibase interface.
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Creating Databases with
KubeBlocks

Overview

KubeBlocks is an open-source Kubernetes operator and toolset designed to
simplify the complexity of running and managing data infrastructure, such as
databases, message queues, and streaming systems, on Kubernetes. It provides a
declarative approach to deploying and managing stateful applications, allowing
you to manage them as easily as stateless ones.

This guide will walk you through the process of creating a database cluster using
KubeBlocks.

Why KubeBlocks?

« Simplified Management: Automates the database lifecycle, including
deployment, upgrades, scaling, and monitoring.

e Production-Ready: Supports high availability, backup and restore, and robust
monitoring.

» Versatile: Supports a wide range of databases, including MySQL, PostgreSQL,
MongoDB, Redis, and more.
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Installing KubeBlocks

You can install KubeBlocks using Helm. For more installation options, refer to the
KubeBlocks Installation Guide.

This guide will use Helm for the installation.

Step 1: Deploy Snapshot Controller

KubeBlocks requires the Snapshot Controller to manage volume snapshots. First,
check if it is already installed in your cluster.

kubectl get crd volumesnapshotclasses.snapshot.storage.k8s.1io
kubectl get crd volumesnapshots.snapshot.storage.k8s.1io
kubectl get crd volumesnapshotcontents.snapshot.storage.k8s.io

If it is not installed, you can deploy it using the following commands:

helm repo add piraeus-charts https://piraeus.io/helm-charts/
helm repo update

# Update the namespace to an appropriate value for your
environment (e.g. kb-system)

helm install snapshot-controller piraeus-charts/snapshot-
controller -n kb-system --create-namespace

Then, verify the installation:

kubectl get pods -n kb-system | grep snapshot-controller

The Snapshot Controller should be in the Running state.


https://kubeblocks.io/docs/preview/user_docs/overview/install-kubeblocks

Step 2: Get the Latest KubeBlocks Version

Get the latest stable version tag (e.g. v1.0.1):

curl -s "https://api.github.com/repos/apecloud/kubeblocks/

releases?per_page=100&page=1" | jqg -r '.[] | select(.prerelease ==

false) | .tag_name' | sort -V -r | head -n 1

# Example output:
# v1.0.1

Step 3: Create KubeBlocks CRDs

Create the Custom Resource Definitions (CRDs) required by KubeBlocks.

# Replace <VERSION> with the version you selected
kubectl create -f https://github.com/apecloud/kubeblocks/releases/
download/<VERSION>/kubeblocks_crds.yaml

# Example: If the version is v1.0.1
kubectl create -f https://github.com/apecloud/kubeblocks/releases/
download/v1.0.1/kubeblocks_crds.yaml

Step 4: Install KubeBlocks with Helm

1

2.

. Add the KubeBlocks Helm repository:

helm repo add kubeblocks https://apecloud.github.io/helm-charts
helm repo update

Install KubeBlocks: This command installs the KubeBlocks chart into the kb-



system namespace.

helm install kubeblocks kubeblocks/kubeblocks --namespace kb-
system --create-namespace

Creating a Database

Once KubeBlocks is installed, you can create a database cluster using kubect1.
Currently supported databases include:

e MySQL

o PostgreSQL
e MongoDB
e Redis

o Kafka

e Milvus

e Qdrant

e RabbitMQ

e Elasticsearch

Example: Creating a Demo MySQL Cluster

1. Create a file named my-mysql-cluster.yaml:

apiVersion: apps.kubeblocks.io/v1
kind: Cluster
metadata:


https://kubeblocks.io/docs/preview/kubeblocks-for-mysql/02-quickstart
https://kubeblocks.io/docs/preview/kubeblocks-for-postgresql/02-quickstart
https://kubeblocks.io/docs/preview/kubeblocks-for-mongodb/02-quickstart
https://kubeblocks.io/docs/preview/kubeblocks-for-redis/02-quickstart
https://kubeblocks.io/docs/preview/kubeblocks-for-kafka/02-quickstart
https://kubeblocks.io/docs/preview/kubeblocks-for-milvus/02-quickstart
https://kubeblocks.io/docs/preview/kubeblocks-for-qdrant/02-quickstart
https://kubeblocks.io/docs/preview/kubeblocks-for-rabbitmq/02-quickstart
https://kubeblocks.io/docs/preview/kubeblocks-for-elasticsearch/02-quickstart

2. Apply the manifest to create the cluster:

kubectl apply -f my-mysqgl-cluster.yaml

More Information

For more detailed information, advanced configurations, and troubleshooting with
KubeBlocks, please refer to the official KubeBlocks documentation.


https://kubeblocks.io/
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A > Graphs

Graphs

Graphs

Graph Visualization in Casibase
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A > Graphs > Graphs

Graphs

Overview

Graphs in Casibase provide visual representation of relationships and connections
between entities. The interactive graph interface allows you to explore complex
data structures through an intuitive node-and-link visualization.

Asset Graph Transformation

Casibase can automatically generate graphs from cloud infrastructure assets.
When you have assets defined (such as virtual machines, containers, or network
resources), use the asset-to-graph transformation feature to visualize their
relationships. The system analyzes asset properties to create nodes and
establishes links based on resource dependencies and connections. This provides
instant visibility into your infrastructure topology without manual graph definition.

Creating a Graph

Navigate to the Graphs section and click Add to create a new graph. Configure
the graph with:

Name: Unique identifier for the graph

Display Name: Human-readable name shown in the Ul

Category: Select the graph category (Assets, Chats, etc.)

Data: JSON structure defining nodes and links
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Graph Categories
Casibase supports different graph categories for various data types:

Assets: Visualize cloud infrastructure and network topology. Define nodes and
links manually or generate them automatically from asset data.

Chats: Analyze chat conversations with word cloud visualization. Select a store
and time range to filter conversations, then generate word clouds from message
content. The system automatically processes chat messages, removes stop
words, and creates visualizations showing frequently used terms.

Graph Data Structure
Graphs use a JSON format with two main components:

Nodes: Individual entities in the graph

{
"id": "nodel",
"name": "Node Name",
"label": "Display Label",
"icon": "icon-url"

}

Links: Connections between nodes

{
"source": "nodel",
"target": "node2",
"label": "Connection Type"



Interactive Features

The graph visualization provides several interactive capabilities:

Node Selection: Click any node to view its details in a floating panel. Selected
nodes are highlighted with a distinct visual style. The detail panel displays node
metadata including all custom properties defined in the asset or node
configuration, and shows related scan results when available. For assets with
associated scans, you can review the scan history and results directly from the
node detail view.

Canvas Navigation: Drag anywhere on the canvas to pan the view. The graph
supports full directional movement for exploring large networks.

Visual Feedback: Nodes display custom icons and labels. Links connect at node
edges rather than centers for cleaner visualization. When assets have associated
scan results, the node displays a notification badge showing the scan count. The
badge appears as a red pill-shaped indicator with white text, similar to iOS app
notifications, making it immediately obvious which nodes have scan data available
without needing to click through each one.

Layout Controls
Graphs support multiple layout algorithms to organize nodes:

» Force-directed layout: Nodes automatically arrange based on their
connections, creating organic-looking graphs where connected nodes pull
together while maintaining spacing.

» Word Cloud layout: Available for Chats category graphs, displays words sized
by frequency for visual analysis of conversation topics.



» None layout: Positions nodes based on provided coordinates, useful when you
want manual control over the exact placement.

Chat Analysis with Word Clouds

For Chats category graphs, Casibase provides specialized visualization through
word clouds. Configure these graphs by:

—

Selecting a Store: Choose which chat store to analyze
Setting Time Range: Define start and end times to focus on specific periods

Viewing Chat Data: Review the filtered chats and messages in table format

P 0D

Generating Visualizations: The system automatically creates word clouds from
message content

The word cloud generation process extracts text from all messages in the
selected time range, removes common stop words (in English and Chinese), and
calculates word frequencies. Words appear larger based on how often they occur
in the conversations, making it easy to identify key topics and themes.

Density Control

For graphs with many nodes, use the density slider to adjust node spacing. Higher
density brings nodes closer together for a compact view, while lower density
spreads them out for better readability. This is particularly useful when working
with auto-generated graphs from cloud infrastructure.

Graph Editing
In edit mode, you can modify the graph structure and preview changes:

o Edit the JSON data to add, remove, or modify nodes and links



e Preview shows real-time visualization with a bordered canvas

e Changes are saved when you click Save & Exit

Node Properties

Each node can have custom properties:

e Icon: URL to an icon image displayed on the node
o Label: Text displayed below the node

o Properties: Additional metadata shown in the detail panel

When viewing node details, the panel shows comprehensive information about the
selected node. For asset-derived graphs, this includes all metadata from the
original asset such as IP addresses, resource IDs, locations, and other cloud-
specific properties. Property values are displayed in an organized format with
proper label formatting. Long text values are automatically truncated with ellipsis
for readability.

For assets with scan results, the detail panel includes a dedicated section showing
related scans. You can view scan execution history, status information, and
access the full scan results without leaving the graph view. This integration
provides immediate visibility into the security and operational status of your
infrastructure assets as you explore the topology.

Error Handling

Graphs include built-in error handling. If data cannot be loaded or visualization
fails, an error message displays in place of the graph, allowing you to identify and
fix configuration issues.



Customization

The graph visualization adapts to the Casibase theme, using consistent colors and
styling throughout the interface. Selected nodes use theme colors for visual
emphasis while maintaining clarity.

Best Practices

Keep graph structures focused and organized. For complex networks, consider
creating multiple smaller graphs rather than one large visualization. This improves
performance and makes relationships easier to understand.

Use descriptive node labels and meaningful link labels to make the graph self-
explanatory. Clear naming helps users quickly grasp the relationships without
additional documentation.
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